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ABSTRACT

Mobile banking applications is an advanced technology within mobile banking that
exploits the use of wireless and cellular networks to deliver banking services to users
with increased convenience round the clock. However, vulnerabilities on this banking
channel are utilized by cybercriminals to gain unauthorized access and illegally acquire
confidential information of customers to steal money from their accounts. Notably, it is
essential to preserve customer data from online cyber thieves. In order to achieve this
goal, this thesis sought to assess: operation of mobile banking applications; security
threats affecting user-data on transit in mobile banking applications; techniques used to
secure user-data on transit in mobile banking applications; develop a hybrid algorithm
that ensures secure user-data on transit in mobile banking applications, and evaluate the
developed hybrid algorithm for secure user-data on transit in mobile banking
applications. Most state-of-the-art techniques have focused mainly on web-based systems
rather than mobile banking applications. This study adopted a positivist research
paradigm. This study embraced two research designs, that is, descriptive and data science
methodologies. Secondary data was gathered from peer reviewed published journal
articles, conference proceedings and books. Image processing dataset from The
University of Southern California Signal and Image Processing Institute database was
utilized to obtain high quality pictures for the hybrid algorithm test simulations. Data
analysis was performed through several methods, including content analysis, gap
analysis, visual quality analysis, entropy analysis, and statistical analysis. Inferences from
the research were illustrated objective-wise, figures and tables. Simulations were carried
out on Matlab (R2021a) software using six color pictures. Inferences from this study
revealed that operation of mobile banking applications require registration and
configuration of mobile banking applications while Transport Layer Security initiates a
safe interconnection that links client application and the banks’ server. Threats to user
data in mobile banking applications are mobile malware, packet sniffing attacks, Man-In-
The-the-Middle attacks, Domain Name System poisoning attacks, Secure Sockets Layer
strip session hijacking, eavesdropping attacks, Denial of Service attacks, and social
engineering attacks. These security threats can be alleviated by utilization of
cryptography, steganography, strong authentication, strong antivirus software, and user
education. Development of the proposed hybrid algorithm assimilated Least Significant
Bit steganography and Advanced Encryption Standard algorithm. Evaluation of the
proposed hybrid algorithm was done using Mean Squared Error, Peak Signal-to-Noise
Ratio, Histograms, and entropy. The hybrid algorithm exhibited low MSE values between
0.0001297 to 0.0005646 and high PSNR values of 80.65 to 87.04 decibel. Entropy values
were between 6.295 and 7.762 inferring the developed hybrid algorithm was robust
against MITM attacks for user-data on transit in mobile banking applications. Histograms
analysis showed no conceivable differences between cover and Stego-pictures. This study
recommended utilization of LSB-AES on transit user-data protection algorithm to fortify
mobile banking applications.
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CHAPTER ONE

INTRODUCTION

This chapter introduces the study and the problem solved. Specifically, it captures the
background of the study, statement of the problem, objectives of the study, research
questions, significance of the study, assumptions of the study, scope of the study,

limitations of the study, and justification of the study.

1.1 Background of the Study

Mobile banking is the process of carrying out financial transactions pertaining to a
client's bank account using portable devices like smartphones. Among these services are
balance checks, bill payments, money transfers, and cheque requests (Raharja & Tresna,
2019). Other services offered by mobile banking are reservations, loan repayments, and

airtime top-ups (Malaquias & Silva, 2020).

Banks develop mobile banking applications as client applications to make it easier for
customers to access their accounts and make remote service requests to the bank server.
Customers can easily access their bank accounts and conduct financial transactions while
on the go with the help of mobile banking applications (Mohammadi, 2015).
Furthermore, the introduction of mobile banking applications has stimulated the market
for mobile banking by improving the delivery of financial services online (Shahid, Islam,

Malik, & Hasan, 2022).

Customers download and install mobile banking applications on their smartphones from
application stores like Apple Store, Google Play, and Amazon Store to mention a few

1



(Farooqi, Feal, Lauinger, McCoy, Shafig, & Vallina, 2020: Venkatakrishnan, Kaushik, &
Verma, 2020). Once registered successfully, a customer can utilize the client application

installed on their smartphone to utilize mobile banking services.

If a customer wishes to log in or request for financial services, then a variety of
authentication methods are available, including usernames, passwords, and biometric
techniques like fingerprint, iris, and facial recognition among others. Furthermore, these
apps often demand a One-Time Password (OTP) for crucial operations like money
transfers as an additional degree of authentication (Abuhamad, Abusnaina, Nyang &
Mohaisen, 2020). If the bank server successfully verifies login credentials, customers can

use mobile banking applications to access banking services.

Applications utilized in mobile banking are in demand lately because of their widespread
adoption. For example, in the United States, applications utilized for remote banking
clinched at 57 million users in 2019, with 86% of US banks providing remote banking
services. Similarly, there were 25 million users of mobile banking applications in 2019 in
the United Kingdom (Gbo, 2021). In developing countries such as Turkey, approximately
one-third of all mobile banking clients are registered for mobile banking services (Ecer,
2018). In Kenya, Mobile Money company (M-Pesa) saw an increase of registered active

M-Pesa users to over 23 million in the year 2020 (OECD, 2020).

Mobile banking adoption has seen an increase of people who utilize this technology.
However, a segment of the population still do not adopt the technology for lack of trust

and security concerns (Hanif & Lallie, 2021). Due to growth in online fraud, the current



authentication methods used in mobile banking are becoming more vulnerable to

numerous threats and attacks (Cavus, Mohammed, & Isah, 2023).

Mobile banking applications fall under the category of applications that are most
sensitive in regards to data security. An analysis of numerous real-world banking
applications shows new kinds of threats and vulnerabilities that are challenging for the
current commercial and open-source mobile application security tools such as QiHo0360
(QARK, 2017), AndroBugs (AndroBugs, 2015), MobSF (MobSF, 2017). Challenges to
mobile banking applications include mobile malware, fake banking applications, and
Man-in-the-Middle (MITM) attacks. Additionally, many banking application-specific
threats and vulnerabilities have been witnessed globally (Panda, 2015; Panda, 2016). In
developing countries (Africa and South America), the most common threats and attacks
are Short Message Service (SMS) interceptions, MITM attacks, unauthorized access, and
mobile malware (Castle, Pervaiz, Weld, Roesner, & Anderson, 2016; Kourouma, Warren,
Atkins-Ball, JacksonSundhir, Trivedi, & Breaux, 2022). These attacks are designed to
capture customers' confidential data, which attackers can then use to infiltrate their bank

accounts and steal funds.

Cybercriminals obtain private financial data through a range of attack vectors that exploit
vulnerabilities in mobile banking, despite the fact that these applications allow users to
conveniently access financial services at any time and from any location. Cyberattacks
can take the form of malware (Souppaya & Scarfone, 2013), Phishing (Suzuki &
Monroy, 2022; Gupta, Tewari, Jain, & Agrawal, 2017; Conti, Dragoni, & Lesyk, 2016),

and MITM (Conti, Dragoni, & Lesyk, 2016).



Mobile banking is susceptible to threats and attacks and as such, banks have experienced
large financial losses. Globally, cybercriminals pilfer over USD 114 billion annually
through mobile banking. Similarly, the banking industry spends USD 274 billion
worldwide to thwart cyberattacks (Acharya & Joshi, 2020). Successful intrusions result in

loss of integrity and confidentiality (Prakash, 2023).

User-data on transit in mobile banking refers to information that is being transferred from
the mobile banking application to the banks’ server and vice versa. Data on transit is
more susceptible to threats and attacks than data at rest because of the channel of
communication used such as wireless and cellular networks in which software can be

used to acquire system privileges while data is being transmitted (Sealpath, 2020).

Data on transit is vulnerable to a number of threats, including packet sniffing, denial of
service (DoS), and MITM attacks (Bhattacharya & Reddy, 2022; Kaka, Sastry, & Maiti,
2017; Javeed, Badamesi, Ndubuisi, Soomro, & Asif, 2020). Authentication and
encryption algorithms are two methods used in mobile banking applications to secure

data while being transferred from the bank’s server to the mobile banking application.

1.2 Statement of the Problem

Mobile banking applications have become a strategic technological resource for both
banks and customers, enhancing customer satisfaction while reducing operational costs.
Customers can conveniently access banking services anytime and anywhere via their
smartphones, eliminating the need to physically visit the bank and waste time in long
queues. Banks benefit from mobile banking by providing remote access to services,

improving after-sales services, and optimizing resource management, such as staff, which
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contributes to lower operational expenses including the cost of renting large space to

accommodate many customers physically present at the bank.

Today, rather than using the traditional banking hall, most banking services are offered to
clients via their mobile devices. Apparently, the available security techniques used to
protect confidential data in mobile banking include utilization of username and
passwords, personal identification numbers, two factor authentication, multifactor
authentication, and encryption. These techniques support bank customers to login to the

banking system in order to access banking services remotely and securely.

Notably, these techniques are vulnerable to various attacks. For example, utilization of
username and passwords is susceptible to phishing attacks which involve tricking
legitimate users into providing sensitive information related to their accounts by using
various methods such as sending emails, SMS, fake notifications on websites, or even

creating fake banking applications to gather user login credentials.

The available authentication mechanisms suffer from various attacks. For example, while
two factor authentication is susceptible to MITM attacks, forgeries and eavesdropping
attacks, multi-factor authentication suffers from shoulder surfing attacks. Finally, while
cryptographic algorithms are susceptible to cryptanalysis attacks, steganographic

algorithms are susceptible to steganalysis attacks.

Although there are still measures in place to protect consumers' private information when
using mobile banking, they are not robust to stop new cybercrime strategies that employ

wireless and cellular networks to gain unauthorized access to customers’ bank accounts.



For example, inadequate cryptographic protection was discovered in 90% of evaluated

mobile banking applications (EMBASB, 2022).

A study by NerdWallet (2022) established that users of mobile banking applications get
worried that their bank accounts can get hacked when accessing remote banking services
using mobile banking applications because of lack of robust security mechanisms.
Therefore, it is crucial to enhance the current mechanisms for securing access to mobile
banking services. This thesis aims to enhance two established techniques, cryptographic

encryption algorithm and steganographic algorithm, by developing a hybrid algorithm.

1.3 Objectives of the Study

This thesis aimed to assess how mobile banking applications function to deliver services
to customers remotely. It also assessed threats that compromise user data during
transmission in these applications, as well as techniques that mitigate the threats.
Additionally, the focus was on developing and evaluating a hybrid algorithm aimed at
securing user data during transmission within mobile banking applications. The specific

objectives of this thesis were:

i. To assess operation of mobile banking applications that allow users to access

banking services remotely

ii. To assess security threats affecting user-data on transit in mobile banking

applications

ilii. To assess techniques used to secure user-data on transit in mobile banking

applications



To develop a hybrid algorithm that ensures secure user-data on transit in mobile

banking applications

To evaluate the developed hybrid algorithm for secure user-data on transit in

mobile banking applications

1.4 Research Questions

How do mobile banking applications function to provide consumers with remote

access to banking services?

Which security threats affect user-data on transit in mobile banking applications?

What techniques are employed to secure user-data on transit in mobile banking

applications?

How can a hybrid algorithm be developed to secure user-data on transit in mobile

banking applications?

How is the developed hybrid algorithm for secure user-data in transit in mobile

banking applications evaluated?

1.5 Significance of the Study

This thesis is paramount to bank customers who utilize mobile banking applications to

access their funds remotely because user-data on transit and those transactions through

mobile banking applications will be secure. Additionally, mobile banking applications

provides ease of accessibility on anytime-anywhere availability with the help of mobile

telecommunication services.



Findings from this study will be important for mobile application developers because it
enriches them with skills on how to develop secure mobile applications with enhanced
security features. Knowledge from this thesis is crucial for decision making when
developers design applications used for critical services such as mobile banking because

security is a fundamental module in those applications.

This study is also important to policy makers such as legislators and policy analysts.
Findings from this study will make a substantial contribution in terms of security of
mobile banking which has attracted cyber criminals in the recent past in which customers,
banks and other government agencies have fallen victims to cyber criminals and money
lost. Legislation can therefore evaluate and amend mobile banking policies in support for

strong techniques for mobile banking application channel.

This study will be important to policy analysts because it will enrich them with an
awareness of secure techniques that can be utilized for remote banking and mitigate
incidences of cyber thieves. This will then help policy analysts to raise public awareness
and propose solutions in regard to mobile banking and influence the government to take

action.

The study’s findings will be important to scholars and researchers. Scholars particularly
academicians in information security will benefit from the pool of knowledge in this
thesis. This knowledge will aid to prepare in-depth content that can be disseminated to
leaners and interested parties in the society. To students and other researchers, this study
provides a pool of knowledge that can be theoretically and practically implemented to the

field of cybersecurity.



1.6 Assumptions of the Study

The foundation of this investigation was grounded on the following assumptions:

i.  Mobile banking applications are vulnerable to security flaws that adversaries can
exploit to unlawfully intercept user data on transit. However, a hybrid algorithm

can be created to secure user data during transmission in these applications.

ii.  When two algorithms are combined to create a hybrid algorithm, then the security
features from the algorithms produce a robust system that can be tested and

implemented in the available testing environment.

iii.  Hybrid algorithms can be utilized to secure user-data on transit in mobile banking
applications. In order to evaluate their robustness, there are available evaluation

metrics that can be utilized.

1.7 Scope of the Study

This research focused on mobile banking applications, primarily on how they function to
enable users to access banking services remotely, security threats that impact user data
while on transit, and methods for securing user data while on transit. Additionally, the
study developed and evaluated a hybrid algorithm that guarantees secure user-data on

transit.

Both a descriptive and data-driven research design were employed in this study.
Descriptive research design was used to accurately describe how mobile banking

applications that allow users to connect to banking services remotely operate, evaluate



security risks affecting user data in transit inside these applications, and ultimately
evaluate methods used to secure user data in transit within these applications. Data
science research design which is primarily concerned with design of artifacts and
algorithms, was applied in this study, in order to develop and evaluate a hybrid algorithm

for secure user-data on transit in mobile banking applications.

Secondary data was gathered via desktop research from reliable academic sources such as
books, conference proceedings, and referenced journal articles retrieved from databases
such as Association for Computing Machinery (ACM), Springer link, Emerald insight,

Institute of Electrical and Electronics Engineers (IEEE), and Google scholar.

The proposed hybrid algorithm's results were centered on statistical analysis, including
histogram analysis, and visual analysis, including Mean Squared Error (MSE), Peak
Signal-to-Noise Ratio (PSNR), and entropy analysis. These metrics were chosen for
analysis because they are the best metrics that can be utilized for Least Significant Bit
(LSB) steganography technique when embedding text messages to cover images.
Steganalysis on the developed hybrid algorithm focused on visual analysis and simulated

MITM attack to test if the developed algorithm is robust.

1.8 Limitations of the Study

This thesis did not focus on other data states, such as data at rest, and was limited to
creating and assessing a hybrid algorithm for the safe transfer of user data in mobile
banking applications. This is because data on transit can be intercepted and used by an

adversary to access banks server remotely and siphon customers’ money.
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Two algorithms used in the study were Advanced Encryption Standard (AES) and LSB.
These two algorithms when combined offer an extra layer of security than when any one
of them is utilized individually (Biswas, Gupta, & Haque, 2019). This study utilized
University of Southern California-Signal Image and Processing Institute (USC-SIPI)
dataset and did not concentrate on other datasets such as ImageNet because SIPI dataset
is widely used for quality analysis of images and provides standard images for image

processing.

1.9 Justification of the Study

In order to retrieve users' banking requests, mobile banking applications frequently
contact the bank server over wireless and cellular networks. Because of this, users of
mobile banking applications place a high importance on the security of user-data on
transit. Cybercriminals profit from mobile banking applications' security weaknesses to
intercept and steal confidential information because these applications are vulnerable to
social engineering attacks, DoS attacks, MITM attacks, and eavesdropping among others.
Since users must have constant and secure access to their bank accounts, it is crucial to
safeguard customer confidential information while on transit in mobile banking

applications.

The Business Daily (2021) reported that KES 24.4 million was stolen from NCBA bank
and a conspiracy to defraud another KES 190 million was envisaged by two adversaries
through hacking NCBA banking system. Similarly, BBC news in 2017 reported that
Kenya Revenue Authority (KRA) system was hacked resulting to loss of $39 million in

which the adversary interfered with KRAs computer systems. According to the
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cybercrime unit, Kenya lost $165 million through hacking in 2016 (Standard Newspaper,

2017).

Globally, numerous financial institutions have faced cyber-attacks. In 2012, banks such
as Bank of America, JPMorgan Chase, U.S. Bank, and Citigroup were targeted with the
intent to disrupt services and cause financial losses. In 2014, Bank of America
experienced a Distributed Denial of Service (DDoS) attack, allowing hackers to gain
remote control over the bank’s computers and servers. These incidents led to client

frustration, financial losses, and data theft (Tarig, 2018).
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CHAPTER TWO

LITERATURE REVIEW

2.1 Overview

This chapter presents relevant literature related to mobile banking. Specifically, it
captures platforms utilized for mobile banking, security of mobile banking, data security
in mobile banking applications, and headings derived from the study's objectives such as
operation of mobile banking applications, threats affecting user-data on transit in mobile
banking applications, securing user-data on transit in mobile banking applications,

evaluation of hybrid algorithms, information theory, and summary of research gaps.

2.2 Mobile Banking

Utilization of mobile applications to conduct banking is growing exponentially. For
example, in the US, applications for mobile banking are among the three most popular
utilized applications. Further, more than 2 billion individuals across the world utilized
their mobile phones to conduct mobile banking by the year 2021 (Citi, 2018).
Additionally, reports indicate that more bank customers are using mobile banking instead
of electronic banking (Juniper Research, 2019). While checking account balance is the
most frequent activity, users frequently use mobile banking applications to pay bills and

for fund transfer.

In the late 1990s, PayBox international company cooperated with Deutsche bank to
institute mobile banking in Europe (Shaikh & Karjaluoto, 2015). This method was
initially created in European nations to provide basic utilities like viewing account
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balances and locating the closest Automated Teller Machines (ATMs) on their bank's
websites or mobile applications. This was because bank websites could only be viewed
via unfriendly web browsers with limited functionality, sluggish screen refresh rates, and

limited features. Due to this, adoption rates were low (Cleveland, 2016).

Over time, mobile banking quickly became a great avenue for providing a range of
interactive mobile banking services (Foroughi, Iranmanesh, & Hyun, 2019). These
services include real-time bill payment via smart devices, cash transfer, and balance
inquiries (Shaikh & Karjaluoto, 2015). Cheque requests, loan repayment details,
insurance services, and bookings are some other services provided by mobile banking.
With increased mobile banking services, the number of people using remote banking

increased dramatically.

The Chinese industrial and commercial bank begun offering mobile banking with over 68
million users adopting the technology in the year 2020 (Statista, 2020). The amount of
United Kingdom residents who used mobile banking increased from 73% in 2019 to 76%
in 2020 (Statista, 2020). The constant increase in remote banking has been caused by the
expansion of mobile banking services, increased smart phone usage, and availability of
internet in these areas (Statista, 2020). Moreover, 24/7 ease of mobile banking services
and improved service quality have been linked to higher adoption rates in these locations

(Owusu, Kwateng, Atiemo & Appiah, 2019).

Garanti Bankasi bank first offered mobile banking to developing countries like Turkey in
2004. At the time, a third of all mobile clients had registered for mobile banking (Ecer,

2018). Mobile banking was introduced in Kenya in 2004 by Co-operative Bank (Co-Op

14
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Bank), which launched an innovative system of banking at the time (Weetracker,
2021). This was followed by the launch of M-PESA by Safaricom in March 2007, which

significantly expanded mobile banking services in the country (Munga, 2010).

According to KCB Capital Company records in 2020, there were over 23 million active
M-Pesa users. The service enables users to make deposits into accounts, send money to
other users, pay service providers and suppliers on their mobile devices, and redeem
deposits for cash (OECD, 2020). From this period, the technology expanded beyond

Kenyan borders.

Banks and customers both benefit from mobile banking. Banks gain from cost reduction,
which lowers the number of branches and employees and boosts profitability.
Additionally, mobile banking enables users to access financial data and utilize services
like balance checking, money transfers, bill payment, and financial management anytime,
anywhere using their mobile devices. Therefore, mobile banking helps clients save time
and money by minimizing the amount of time spent traveling to the physical bank and
waiting to be served by bank tellers (Zhou, 2018). Notably, a variety of platforms can be

used to deploy mobile banking services as is detailed in the following section.

2.2.1 Interactive Voice Response

A system known as Interactive Voice Response (IVR), enables automated computers to
communicate with customers of a business using vocalized tones. Customers can get
solutions to frequent questions by using IVR. Customers can engage with the use of an
IVR using both dynamically generated and pre-recorded audio. Most client questions can

be resolved via IVR systems. IVR systems fall into one of two categories: content-based
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IVR, which retrieves data direct access from a database and providing it to users.
Thirumaran, Soni, and Gayathry (2015) point out that the program employs an internal
Application Programming Interface (API) to get and show database results. The biggest
drawback of this technique is its inability to generate dynamic IVR invocations. The next
version utilized interlacing or webbing amenities to pick up data from databases. Web
amenities do not rely on built-in APIs because they are machine independent. Following
the receipt of an IVR request, the system constructs a web service using the parameters
and calls it. The IVR system receives the information that the web service has obtained

from the database.

The main benefit of IVR services is that it gives the system the composition of web
services based on user requests. IVR programs are frequently used in financial
institutions to collect consumer individual banking information. The primary drawbacks
of IVR systems include their static nature, lack of customer knowledge, inability to
display menus or alternatives tailored to the user's needs and circumstances (Thirumaran,

Soni, & Brendha, 2015).

2.2.2 Short Message Service

Short Message Service (SMS) communication is the motivation behind the earliest
innovation of mobile banking. To send an SMS to a client's cell phone or answer a
client's demand, a basic number of SMS APIs were generated. As an illustration, a client
balance query produces and sends SMS to the bank. The required data is subsequently
communicated back through an SMS response, which can hold up to 160 characters

(Bojjagani & Sastry, 2017).
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The sent SMS is kept in the customer's cell phone inbox and can be accessed by
unauthorized users to reveal their mobile banking PINs. Prior to being forwarded to the
bank, a client's SMS center where SMS is stored may allow the mobile operator to follow
customer activity and expose private information to unauthorized employees. Numerous
safe measures such as one-time password (OTP) generation, username and password,
have been put in place to protect SMS banking from assaults. However, it has been
discovered that these mechanisms pose significant security risks such as interception of

SMS since it is sent in plaintext (Bojjagani & Sastry, 2017).

2.2.3 Unstructured Supplementary Service Data

This is a menu-driven variant of SMS whereby customers receive text menu in a list. This
technology is actually a channel in which 160-character long messages can be sent
between mobile devices and the network. Unstructured Supplementary Service Data
(USSD) is based on sessions and allows interactive communication between the user and
a particular group of applications, in contrast to SMS, which is a store-and-forward

method (Sanganagouda, 2011; Date, Waghmare, Sharma, & Chavan, 2017).

To safeguard consumer data, USSD creates a solitary USSD session between the device
and software at the network operator, processor, or bank. To put it in another way, the
transaction is completed immediately and is not kept for later utilization. The risk of
internal data misuse can be reduced by encrypting the data as soon as it reaches the bank
or network operator's USSD gateway. The main danger is that the communication layer's
data is not encrypted itself. Data can be accessible to someone who could defeat the GSM

encryption (Sanganagouda, 2011; Date, Waghmare, Sharma, & Chavan, 2017).
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2.2.4 Wireless Application Protocol

Wireless Application Protocol (WAP) banking first arose following SMS banking. Bank
clients could use Internet connectivity on their mobile devices to access their bank
accounts. A mobile phone with WAP functionality is required for the user to access
services via WAP for any bank. The user only has to reimburse the traffic that the cell
phone service provider produces as a result. Therefore, using WAP banking involves
either directly accessing banking services via mobile internet or indirectly accessing them
via custom-installed mobile applications that mobile device is linked via the internet

(FinMark Trust, 2007).

Protocols and standards are used to make up a WAP security system (FinMark Trust,
2007). Wireless Transport Layer Security (WTLS) protocol was created specifically for
portable devices with constrained hardware capabilities. It utilizes Transport Layer
Security (TLS) technology. WTLS's primary objective is authentication, data integrity,
and privacy between two communicating applications. It offers new capabilities such
datagram support, dynamic key updating, and an improved handshake in addition to
functionality that is identical to TLS 1.0. It bears networks, which have comparatively

high latency and minimal bandwidth, and therefore designed for the WTLS protocol.

To transport data via a wired network, the gateway binary data received from a mobile
device must first be decrypted, and then it must be re-encrypted using SSL. As a result,
end-to-end security cannot be established while converting WTLS to Hyper Text
Transfer Protocol (HTTP) (FinMark Trust, 2007). WAP gateway is vulnerable to attacks

from both insiders and outside hackers.
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Three models are applied to guarantee complete security and prevent exposure of
translating issues: Internet service providers are the realm of providing the gateway
network security. Firstly, the service provider is in charge of keeping the gateway secure.
By specifying the gateway's Internet Protocol (IP) address, the client can establish a
direct connection. However, this approach is not yet enabled. Secondly, using the SSL
protocol throughout the entire communication process ensures end-to-end security.
Thirdly, Internet Protocol version 6 (IPv6) is employed. However, it is efficient at
integrating wireless technologies and direct connections between end users (Hayikader,

Hadi, & Ibrahim, 2016)

2.2.5 Mobile Banking Applications

Mobile banking applications need a certain level of security while sending data over a
network. This degree of security is used to describe utilization of hardware and software
resources to protect programs so attackers cannot take over these programs and change
them in a way that is advantageous to them. Attacks may be initiated by posing as a
trusted user, and if the system views them as such, it may provide the attacking party
complete access, resulting in victimization. This may be brought on by outdated network-
level security regulations that restrict access to a given IP address to authorized users.
These security measures are no longer relevant due to technological advances (Bhadauria

& Sanyal, 2012).

Each bank offers a particular type of banking protection to safeguard its customers from
unauthorized access to data. The most popular technique is to provide an additional layer

of defense by combining the user identification number (ID), default password, and
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transaction number (TN) such as OTP. There are various ways to produce TN, such as

SMS, lists of access codes, and security tokens (Hayikader, Hadi, & Ibrahim, 2016).

2.3 Security of Mobile Banking Applications

Customers of banks can use their smartphones or tablets to remotely access their banks
via mobile banking applications. Bill payment, money transfers, transaction and balance
checks, security alerts and reminders, and bill payment are some of the most popular
features offered by mobile banking applications (Kavitha, 2015). Bank customers who
utilize applications on their phone to conduct banking services remotely are assured that
it is a safe technology and would be more likely embrace the system and have trust in

mobile banking, both of which, as some statistical data indicates, are difficult tasks.

Studies have indicated that 79% of consumers in Germany utilize mobile banking.
However, 77% of the consumers are still worried about mobile banking systems because
of the fear of unauthorized access (C-Insights, 2015). This is so because of the following
reasons: first, since SMS messages are sent in plaintext, there is no end-to-end encryption
technique available in the SMS-based mobile banking channel. At the SMS bank server
and Base Transceiver Station (BTS), only the transmission is encrypted, while A5, a
family of symmetric stream ciphers is well known for being the encryption method used
in Global System for Mobile Communications (GSM) and later technologies (Athidas &

Alamelu, 2018).

A5 is known to be a weak encryption method because it utilizes linear feedback shift
registers with irregular clocking which makes it susceptible to cryptographic attacks.

Other weaknesses of A5 include shorter key length of 54 bits, which can be brute-forced
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with modern computing power, and passive and active attacks. All these weaknesses led
to A5 being considered insecure for protecting sensitive communications (Athidas &

Alamelu, 2018).

Additionally, SMS-banking is vulnerable to spoofing attacks, in which attackers use
other people's devices to send messages on the network by altering the sender's phone
number. Thus, most banks do not use SMS banking because of SMS spoofing (Athidas &

Alamelu, 2018).

2.4 Data Security in Mobile Banking Applications

Information security encompasses confidentiality, integrity and availability. Other crucial
characteristics related to those who access the data include authentication, authorization,
and non-repudiation (Pesante, 2017). Implementing a robust set of controls can
effectively ensure data security in mobile banking. These controls may take many
different forms, including organizational structures, software and hardware
functionalities, rules, processes, and procedures. The following are important data

security constructs.

2.4.1 Confidentiality

Confidentiality is a quality that prohibits user details from being made accessible or
revealed to unapproved people, organizations and procedures (Lundgren & Modller,
2017). In mobile banking, it’s crucial to prevent the disclosure of information to
unauthorized individuals or systems. For instance, to conduct a transaction while using a

credit card online, both the buyer and the merchant must transmit the cardholder's credit
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number to a network. The system strives to maintain confidentiality by restricting where
the card number can be displayed. There is a confidentiality breach if the card number is
acquired by an unauthorized party in any way (Ambhire & Telemde, 2011). In mobile
banking, there are a number of attacks on confidentiality, including eavesdropping, brute

force, and shoulder surfing.

Interception of information such as user PINs and passwords can be used for user
impersonation or to engage in unauthorized business attacks in mobile banking using
wireless and cellular networks in which plaintext data can be exposed (Talom & Tengeh,
2019). The adversary is capable of guessing the password or PIN needed to access the
mobile banking account via brute force attacks. Despite mobile banking being fairly
straightforward, these attacks have a higher success rate (Castle, Pervaiz, Weld, Roesner,
& Anderson, 2016). Assaults by shoulder-surfing are attacks on confidentiality in which
adversaries merely glance over the victim's shoulder as they do business to obtain PINs
and confidential information (Gwahula, 2016). Encrypting data during transmission is
one of the efficient modern methods that can be utilized to safeguard data security

(Hayikader, Hadi, & Ibrahim, 2016).

2.4.2 Integrity

The concept of data integrity states that information must be correct, complete, and
legitimate and cannot be changed or tampered with during transaction or the transmission
period (Sarfraz, Alsoraya, AlBathali, & Al-Mayyas, 2021). Inability of data to be
arbitrarily altered and replaced is a component of data integrity (Mollah, Azad &

Vasilakos, 2017). For instance, if a consumer uses the mobile banking application to pay
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bills, someone could hijack the account and adjust the bill without consumer consent.
Considering dependability of mobile banking activities and correctness of financial
dealings, data integrity improves trust in mobile banking (Shayganmehr & Montazer,

2021).

During mobile banking transactions, data integrity protects all the unique confidential
information secured. In order to be sure that the data and devices have not been altered or
compromised, valid customer credentials should be acknowledged. When the correctness,
dependability, and system are guaranteed and unauthorized change is avoided, the
integrity of the data is safeguarded (Khidzir, Daud, Ismail, Ghani, & lbrahim, 2018). The
integrity of consumer information is jeopardized when it is accessed and changed in

mobile banking.

Integrity is subject to three different forms of attacks; Salami strikes, insider attacks, and
MITM. Salami attacks, or salami slicing attacks, are a form of cybercrime where
perpetrators steal tiny, seemingly trivial amounts of money or data incrementally. These
small thefts often go undetected individually but can add up to substantial losses or

significant data breaches over time (Altwairgi, Alzain, Soh, Masud, & Al-Amri, 2019).

Attacks by MITM is when adversaries place themselves in between mobile banking
application and the bank server to intercept and change traffic before it reaches the
intended recipient. Malicious software can be installed by MITM on mobile banking
applications which allow them to take money out of users' accounts and deposit it into

their own accounts (Altwairgi, Alzain, Soh, Masud, & Al-Amri, 2019).
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Insider attacks in mobile banking occur when individuals within an organization, such as
employees or contractors, misuse their access to steal sensitive information or commit
fraud. These insiders have legitimate access to the organization’s systems and data,
making it easier for them to bypass security measures and carry out malicious
activities. Such attacks can lead to significant financial losses, data breaches, and damage

to the organization’s reputation (SentinelOne, 2019).

The two common hashing algorithms, secure hash algorithm (256 and 512 bits) can be
used to ensure data integrity (Akinyede & Esese, 1017). A hash function uses a
noninvertible compression function to translate any length of input into a certain length
of output. Hash functions are used to provide adequate security services like data
integrity since they have the attribute of being difficult to reverse. They are utilized in
applications like e-commerce, digital signatures, and online transactions. Hashing
operations are more effective when compared to cryptographic ciphers such as symmetric

and asymmetric ciphers (Al-Riyami, Zhang, & Keane, 2016).

Passwords can also be utilized to help prevent unauthorized access to smartphones,
ensuring the integrity and accuracy of the stored data. Passwords should not be kept in
your device in order to avoid interception by adversaries. A smart phone should also have
anti-malware software installed to prevent attacks and data from being accessed (Nikam,
Priyanka, Vakhariya, Mohite & Magdum, 2020). Data integrity in mobile banking
applications can also be strengthened by the use of encryption and digital signatures

(Jibril, Kwarteng, Chovancova, & Denanyoh, 2020).
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2.4.3 Availability

Availability states that owners of data should have unrestricted access to the information
they require (Shukla, 2021). Additionally, availability demonstrates the system is
dependable by guaranteeing only permitted users to log on to the system at any moment
and from anywhere (Chaimaa, Najib, & Rachid, 2021). So, availability is when a
customer can conveniently execute mobile banking transactions whenever they need
(Kang, 2018). Data availability has consequences on dissemination of mobile banking
facilities (Carranza, Daz, Sanchez-Camacho, & Martn-Consuegra, 2021) because of the

following scenario.

When an adversary intentionally suspends the mobile banking users' bank server or
application server, it is considered availability attack. In this form of attack, adversaries
use a variety of strategies, including mobile theft, among other assaults to make services
inaccessible. When adversaries transmit bogus traffic to overwhelm servers and obstruct
user requests, Distributed Denial of Service (DDoS) and Denial of Service (DoS) attacks
are initiated. These assaults aim to overwhelm the bank server with several fictitious
requests with an aim of rendering it unable to recognize and differentiate distorted from
genuine user demands rendering unavailability of mobile banking services (Ali, Dida, &

Sam, 2020).

Attacks involving stolen mobile phones are a type of availability attack whereby a
victim's mobile device is taken, Subscriber Identity Module (SIM) card's wallet account
rendered inaccessible so the attacker can switch it. Attacks involving phone theft can

result in data access since attacker will take control of the account of the victim's e-
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wallet, rendering it unavailable to legitimate account user. Backup servers are utilized to
guarantee that mobile banking services are accessible to consumers (Ali, Dida, & Sam,

2020).

2.4.4 Authentication

Authentication is a method of verifying a device's identification before allowing usage of
a product or service (Belas, Koraus, Kombo, & Koraus, 2016). When communicating
across a network, authentication also refers to the verification of the sender and the
recipient (Guo, Campbell, Kapadia, Reiter, & Caine, 2021). Entity authentication and
data authentication are the two principal types (Chaimaa, Najib, & Rachid, 2021). These
forms of authentication are important in mobile banking because it provides secure access
to authorized users, builds trust between the bank and its customers, helps financial
institutions comply with regulatory requirements, and helps prevent identity theft.
Whereas data verification concerns the accuracy of data used in entity interactions, entity
authentication concerns the verification of the entities engaged in a communication (Al

Farawn, Rjeib, Ali, & Al-Sadawi, 2020).

2.4.5 Authorization

When information is accessed, authorization guarantees that the user has the right to see,
modify, and make use of the information (Kizza, 2020). Additionally, it indicates the
authority to address user requests within a system. Permission is a major criterion
impacting consumers' confidence in mobile banking facilities (Ghali, 2021). Policies
governing system access are viewed as authorisation security guidelines in the context of

mobile banking (Mogos & Jamail, 2021).
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2.4.6 Non-repudiation

Non-repudiation in mobile banking is a security measure that ensures a party involved in
a transaction cannot deny the authenticity of their actions or the content of the
transaction. This means that once a transaction is completed, neither the user nor the bank
can dispute the validity of the transaction. Non-repudiation is typically achieved through
mechanisms like digital signatures or unique transaction IDs, which provide
cryptographic proof of the transaction’s authenticity (Fang, Chen, Zhang, Pei, Gao &

Wang, 2020; Mohamed, 2020; Wang & Long, 2020).

2.5 Operation of Mobile Banking Applications

Mobile banking makes use of client-side and server-side technologies. Applications
created using technologies used on servers are installed on a bank server rather than on a
customer's Subscriber Identity Module (SIM) card or mobile device. In the server-side
applications, client data necessary for transaction processing (account or card details) is
kept in a bank's server or designated service company in a highly secure environment.
IVR, USSD, WAP, SMS, and other server-side technologies are a few examples. Client-
side technologies include programs, services, and other tools created for or integrated into

a customer's SIM card or mobile device.

Thus, client-server computer architecture utilizes interconnection between mobile client
application and bank servers. The server has more computing power and resources
compared to a mobile device, therefore as a result of resource restrictions, the smart
phone application serves as the client. The client-server connection is a result of the

disparity in processing capability. On the network, the application server keeps an eye on
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new requests. An appeal is subsequently interpreted by the server into an understandable
format. The received request is then examined for security flaws using a specified
protocol before being carried out. The bank or a third-party application vendor can find
and manage the application server (technopedia, 2022). To maintain data integrity and
confidentiality, hash algorithms and message digest are used in the application layer. As a
result, they protect applications’ interaction and the server (Salihu, Jimoh, Salihu, &

Modi, 2024).

For added security, banking systems require users to utilize a second factor of
authentication in addition to their login and password to access their accounts remotely.
A history of a customer's behavior allows financial institutions to keep track of how
customers behave when using their mobile banking applications and build a profile of
their interactions. The ability to erase or reset customer data on majority of smart phones
and tablets from remotely is another benefit of using mobile applications. Thus, if a
mobile device is stolen, the owner can use a computer or any device with an Internet
connection to delete all of the device's data and applications, preventing anybody else

from accessing the user's account through mobile devices (Symantec, 2012).

The requisite functioning of mobile banking needs user registration and validation in
order to access banking services remotely. After registration, an OTP is sent to the
registered phone number and is used to set up the administration login details. In addition
to usernames and passwords, mobile banking system also supports biometric-based
identification using audio, facial, or fingerprint recognition (Kieseberg, Fruhwirt,

Schrittwieser, & Weippl, 2015).
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Transport Layer Security (TLS) is used to create connections by linking a client and
server for safeguarding data sent in the network. It offers security services for all
application-based protocols, such as Hyper Text Transfer Protocol (HTTP), File Transfer
Protocol (FTP), and Post Office Protocol version 3 (POP3), among others. It features
client/server architecture and provides the following communication properties that is,

integrity, confidentiality and authentication (Curguz, 2016).

At the heart of TLS is the Handshake protocol, which negotiates the security frameworks
registered for transmission of encrypted data as well as authentication of each
communication participant. Both parties in the discussion are informed by means of the
ChangeCipherSpec protocol that the session's state has been upgraded to negotiated
parameters and has switched to secure communication. The Alert protocol is used to
notify the parties involved when communication problems occur, such as when a link is
lost or a message cannot be encrypted. During the handshake step, all cryptographic
primitives required for connection security are created. During the handshake phase,
messages with predetermined forms are used to communicate between the client and the

server (Curguz, 2016).

2.6 Threats Affecting User-Data in Transit in Mobile Banking Applications

Network attacks represent a significant risk to data security because the network is
essentially required for data transmission. Adversaries can exploit technological
weaknesses and network vulnerabilities to intercept data, alter access rights and obtain or
modify data while it is in transit. Both physical layer encapsulation of electromagnetic

waves and network connectivity might cause data to leak or be stolen.
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The following factors ought to be considered in order to build secure network that can be
free from attacks: routine backup data, storage of data on dependable hardware, keep
system software up-to-date, install security certificates to protect against attacks,
regularly upgrade firewall with Access Control List (ACL), proxy and routers. Any
threats to network security that could affect a computer system are considered a threat to
network security. Threats to network security might be either active or passive (Patil,

2020).

Active threats include data alterations or modifications during communication and an
attacker's attempt to access a computer system without authorization. The user may
discover that the attacker is personally involved in these nefarious operations. Examples
of active threats include mobile banking Trojans, MITM attacks, phishing attacks,
ransomware, data theft and overlay attacks. In passive attacks, the adversary does not
alter or adjust the communication during attacks. Examples of passive threats are
eavesdropping, traffic analysis and shoulder surfing. File sharing and messaging are two

types of communication that an attacker can monitor (Patil, 2020).

Network attacks consume majority of the network bandwidth at the application layer,
which subsequently brings down network equipment. User data is lost or deleted during
transmission when services fail to respond to user requests, which affects the data's
availability and integrity (Zhe, Qinhong, Naizheng, & Yuhan, 2017). The following

subsection covers recent threats to data on transit in mobile banking applications.
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2.6.1 Mobile Malware

Malware refers to malicious code or software, essentially a program secretly embedded
within a system with the intent to compromise data by disrupting its integrity,
confidentiality or accessibility (Souppaya & Scarfone, 2013). Because malware can
interfere with a system’s ability to function, it is considered a serious external danger

(Abomhara & Koien, 2015; Al-Marghilani, 2021; Souppaya & Scarfone, 2013).

2.6.2 Phishing

Phishing involves sending deceptive messages through seemingly trustworthy emails or
SMS (Sizuki & Monroy, 2022; Conti, Dragoni, & Lesyk, 2016). These messages often
appear legitimate but are designed to lead recipients to harmful scripts or files (Sizuki &
Monroy, 2022). Phishing attacks can result in the theft of personal information, such as
login credentials and passwords for online accounts. Users may unknowingly disclose
this data by clicking on malicious links or responding to fraudulent emails, potentially

leading to identity theft (Almomani, Gupta, Atawneh, Meulenberg, & Almomani, 2013).

Phishing attacks have become one of the most serious threats to online security, casing
businesses significant financial losses each year (Aleroud & Zhou, 2017). These attacks
account for more than half of all cybercrimes targeting legitimate users. Often, phishing
involves installing malicious software such as ransomware or Trojan horses, on a user’s
system (Phishingpro, 2016). Phishing is particularly effective because many users are
unaware of Internet security risks and even experienced users often lack sufficient

training on cyberattacks (Arachchilage, Love, & Beznosov, 2016). On smartphones,

31



phishing can involve installation of malicious applications that collect and transmit user’s

mobile data to cybercriminals (Felt & Wagner, 2011).

2.6.3 Man-in-the-Middle

The MITM attack is one of the oldest types of cyber-attacks, where a malicious
individual secretly intercepts and manipulates communication between two parties. By
creating a secret, pseudo-fake link between the victim's and their computers, this attack
allows the adversary to read and change the data that the victim transmits. MITM attacks
frequently aim to either impersonate one of the communication parties or steal bank
account information, passwords, and personal information. This can lead to unauthorized
changes in login details or fraudulent money transfers. Public WI-FI areas are particularly
vulnerable to such attacks because unencrypted packets can be easily intercepted.
Attackers on these networks redirect traffic through themselves, allowing them to capture
and exploit personal data or passwords from unsuspecting users (Conti, Dragoni, &

Lesyk, 2016).

2.6.4 DNS Poisoning

An exploit that takes advantage of domain name system weaknesses is reflected as a
Domain Name System (DNS). These types of threats involve faking DNS or poisoning
DNS caches. DNS is widely used to convert domain names into IP addresses and vice
versa, as is well known. Establishing trust for TLS requires DNS. Nowadays, it is
common to obtain TLS certificates by only demonstrating domain ownership. Therefore,

a breach in DNS record integrity can lead to security errors such as issuing of fake
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certificates, which endanger the basis of public key cryptography (Brandt, Dai, Klein,

Shulman, & Waidner, 2018).

Attacks on any of the caches that make up the various layers of the modern DNS
infrastructure occur at the application layer and operating system, which are most
frequently targeted. The flaws also affect almost all widely used DNS software stacks,
such as Bind (Internet Systems Consortium, 2020), Unbound (NLnet Labs, 2020) and
dnsmasq (Kelley, 2020), which are built on top of Linux operating systems. A key
requirement is that the victim operating system software be able to send outbound
Internet control message protocol signals. It is interesting that faults in the user datagram
protocol standards or the various implementation details that result in side channels based
on global restriction of Internet control message protocol error messages allow for highly

definite de-randomization of source port.

Diverse safeguards have been advocated to reduce the risks associated with DNS cache
poisoning. They essentially render the initial attack unfeasible. The most popular and
used defences against DNS poisoning assaults is described as follows. System
administrators must implement domain name system security (DNSSEC). However, only
12% of resolvers that support DNSSEC really make an effort to validate the incoming

records (Kelley, 2020).

2.6.5 SSL Strip Session Hijacking

A session can be described as involvement of two or more devices sharing information.
Each session must have unique session identification in order to be identified. Typically,

a server will give its clients session identities. When a session is hijacked, someone who
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knows the session identity can claim to be an authorized user. The attacker has the same
level of getting inside the system as legitimate administrator once session identities are
known. The session identities are normally stored in a cookie which is a little piece of
personal data. Every time a client visits a website, the web server sends this data. To keep
track of a client's behaviour, the browser sends this private data to the server each time a
client reloads this webpage. Each time a person visits a website, the browser sends the

cookie back to it (Hossain, Paul, & Islam, 2018).

This cookie can readily be sniffed using plain text tools like Wireshark and Ettercap,
among others, if a web page uses HTTP (dsniff, 2022; Wireshark, 2022; Ettercap, 2022).
HTTPS offers website authentication, privacy protection, and information integrity
assurance for sent data (Sarkar & Fitzgerald, 2016). HTTPS guards against MITM attacks
and information eavesdropping between the server and the client (Hossain, Paul, & Islam,

2018).

Whenever sensitive data is transmitted over the Internet, TLS ensures its security.
Encrypting the data sent between a web server and a web, the client application ensures
data security and privacy (e.g. browser). Web URLSs protected by SSL start with HTTPS
prefix rather than HTTP prefix. Therefore, an SSL-enabled website's web address utilizes
https rather than the attacker-vulnerable http. Detaching this SSL, a session hijacking

assault can be initiated.

SSL strip attacks allow hackers to stealthily utilize victims' login credentials and other
sensitive financial and personal details. Therefore, hackers can steal a sizable sum of

money from their targets. Attacks using SSL strip are created such that the target is
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unaware of their presence. The following two actions are taken in order to launch a

successful SSL stripping attack (Hossain, Paul, & Islam, 2018).

The first action is ARP spoofing, in which the MAC address associated with an IP
address is bound by the ARP table. If the attacker discloses his MAC address tied to the
gateway IP, then all traffic intended for the network gateway is transmitted through him.
Similarly, the attacker can choose to communicate to the victim's IP address and his
MAC address to the gateway (Hossain, Paul, & Islam, 2018). As a result, any traffic
intended for the victim will pass via the attacker. The victim and the attacker need to be
on the same local area network. However, a single networked workstation's weak
password or a remote vulnerability could potentially allow an attacker to access a LAN.

One popular tool for ARP spoofing is Arpspoof (Hossain, Paul, & Islam, 2018).

The second action is known as DNS spoofing, which involves binding a human-readable
web URL to its matching IP address in DNS. The URL binds with the IP address of an
attacker's malicious website through DNS spoofing. The attacker must be connected to
the same LAN or employ a remote vulnerability, just like ARP spoofing. Dnsspoof is a
common utility for DNS spoofing. Additionally, setting up a Wi-Fi hotspot requires the
attacker to do so (using a fake hotspot) and then allow victims to connect to it. As a
result, all traffic pertaining to the victim will go via the attacker's hotspot. This makes the
attacker's hotspot acts as a proxy server. The available tools for this action are Easy-

creds, Airodump-ng, and Airbase-ng (Avinash, 2015).

Another action that can be utilized to launch SSL stripping attack is to switch HTTP with

HTTPS. It involves redirecting and replacing HTTPS traffic with HTTP. This can be
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achieved by using Sslstrip tool which was developed by Marlinspike (Prandini, Ramili,

Cerroni, & Callegati, 2010).

Session hijacking based on SSL stripping typically utilize two user flaws. Firstly, without
specifically going to HTTPS websites for example, instead of using
https://securebank.com or https://www.securebank.com, users frequently go to
securebank.com or www.securebank.com. If the attacker is successful in rerouting traffic,
an SSL stripping attack can be carried out with ease. Secondly, people often choose to
disregard any browser warnings and visit a website regardless of whether it is susceptible
due to their propensity to accept phony certificates. The attacker can easily launch a

session hijacking attack by accepting false certificates (Hossain, Paul, & Islam, 2018).

The existing approaches against SSL stripping can be grouped into client-side and server-
side (Hossain, Paul, & Islam, 2018). A client-side approach eliminates the need for server
involvement. In this category, only the client is responsible to protect itself against SSL
stripping attacks. Different client-side approaches include: ARP-related, restricting
Internet Control Message Protocol (ICMP) packets and history proxy. Server-side
approach includes server involvement. Some of the approaches in this category can
further be grouped into HTTP Strict Transport Security (HSTS), two-way authentication

and Extended Verification Secure Socket Layer (EV-SSL) certificate.

2.6.6 Eavesdropping

Interception of network traffic, whether active or passive, is known as eavesdropping.
Without the trusted parties' consent, the attacker listens in on data being sent over the

network between the bank server and the mobile banking app. Insecure network
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communication allows attackers to access sensitive data. When unencrypted data is sent

via a communication channel, this usually happens (Talom & Tengeh, 2019).

Unlike passive eavesdropping, where a hacker passively finds the information by
listening to the message being transmitted over the network, active eavesdropping
requires a hacker to access information by posing as helpful and asking probing questions

to transmitters (Talom & Tengeh, 2019).

Adversaries use network sniffer software, formerly known as Ethereal, to intercept data
while it is in transit (Mhato, 2015). Ethereal shows all network communication, both
wired and wireless. This protocol analyzer is compatible with numerous platforms and
protocols. It supports several well-known wireless security protocols for decryption such

as Bluetooth and 802.11 (Ndatinya & Xiao, 2015).

The Wireshark application presents acquired data in a logical and readable fashion. The
Wireshark program also allows users to develop custom filters in addition to having a
large number of built-in filters. These filters can be used to only gather specific data, like
port numbers and Internet protocol addresses. Programs that use sniffers can effectively
process data that is sent in cleartext. Encrypted data requires an encrypted key cracker.
Wired Equivalent Privacy (WEP) and Wi-Fi Protected Access (WPA) are two older
encryption technologies that may be cracked using a variety of tools, including AirSnort

for WEP and AirCrack (Ndatinya & Xiao, 2015).

It is difficult to detect and stop passive eavesdropping because there are no network
disruptions or changes. Even so, once network alterations are noticed, data has already

been collected. However, active attacks are simpler to identify. By employing security
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technologies such as network segmentation, network monitoring, and authentication, as
well as by being aware of suggested security procedures like virtual private networks,
firewalls, and antimalware software, active eavesdropping attacks can be avoided (Salim,

Sagheer, & Yaseen, 2020; Okpara & Bekaroo, 2017).

2.6.7 Denial of Service

DosS attacks is defined by Prasad, Reddy, and Rao (2014) as attacks that involve flooding
servers, systems, and networks with excessive traffic, overflowing the bandwidth
resources available, and preventing the system from handling genuine requests.
Additionally, DDoS attacks occurs when multiple computers initiate DoS simultaneously
(Gordon & Ford, 2006; Prasad, Reddy, & Rao, 2014). Network management may find it
very challenging to pinpoint the attack's origin because DDoS attackers can come from
any IP address in the world (Al-Khater, Al-Maadeed, Ahmed, Saliq, & Khan, 2020;

Prasad, Reddy, & Rao, 2014).

2.6.8 Brute-force and Password Spraying

Brute-force attacks usually target individual accounts, with the attacker methodically
trying different passwords to gain access (Goel, Sharma, & Gupta, 2022). This approach
often leads to numerous failed login attempts (Goel, Sharma, & Gupta, 2022;
Popoutsakis, Fysarakis, Spanoudakis, loannidis, & Koloutsou, 2021). However, modern
cybersecurity measures are typically equipped to detect such activities and will lock an
account after several failed login attempts within a short period (Popoutsakis, Fysarakis,

Spanoudakis, loannidis, & Koloutsou, 2021).
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However, attackers can circumvent cybersecurity standard procedures by using password
spraying (Broonkrong, 2021). As a result, the attacker may attempt to log in to multiple
user accounts using a range of commonly used passwords. By cycling through one
password across several accounts before switching to another, the attacker can avoid
triggering standard lockout protocols. This approach allows the attacker to continue
testing various passwords on the target accounts (Goel, Sharma, & Gupta, 2022;

Popoutsakis, Fysarakis, Spanoudakis, loannidis, & Koloutsou, 2021; Broonkrong, 2021).

Password spraying attacks are frequently successful because many users fail to follow
recommended password usage standards. Commonly used passwords include
recognizable number sequences such as “12345”, popular female names like Jennifer,

and the word "password."(Kanta, Coray, Coisel, & Scanlon, 2021; Beno & Poet, 2020).

The use of these and an additional 200 easily guessed passwords has contributed to
numerous data breaches (Kanta, Coray, Coisel, & Scanlon, 2021; Beno & Poet, 2020).
Consequently, attackers who target a large number of usernames and employ a wide array
of common passwords are likely to gain access to some accounts (Abomhara & Koien,
2015; Al-Marghilani, 2021; Goel, Sharma, & Gupta, 2022; Kanta, Coray, Coisel, &

Scanlon, 2021; Beno & Poet, 2020).

2.6.9 Social Engineering

Social engineering is a serious risk to both clients and banking institutions. Although
these risks can be avoided, they might not be recognized. There is a comparable pattern
to social engineering despite their distinctions. According to Mouton, Leenen, and Venter

(2016), the typical pattern consists of four steps: studying the target, getting to know the
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target, using what you have learnt to carry out an assault, and leaving no trace behind.
Rather than employing technology system attack techniques, opponents conduct research
on human behavior to get beyond a bank's security measures (Nerwal, Mohapatra, &

Usmani, 2019).

Phishing, spear phishing, scareware, pretexting, and baiting are all common techniques
used in social engineering (Nerwal, Mohapatra, & Usmani, 2019). The primary goal of
phishing attacks is to fraudulently acquire the targets' private banking information via

email or phone calls.

Attackers use a variety of tactics, including websites, emails, advertisements, scareware,
antivirus software, PayPal websites, rewards, and freebies, to lure bank customers into
divulging private and sensitive information. For example, clicking on email links or
getting calls from a fictitious bank department requesting personal information are
examples of social engineering behavior attacks. With the use of mobile banking, these
attempts are intended to mine crucial, private bank information that may be utilized to

access personal accounts (Salahdine & Kaabouch, 2019).

Phishing assaults deceive people into clicking on links to get freebies. Similar to Trojan
horses, they start attacks using unprotected computer resources such USB drives or
storage media that are hidden away at coffee shops and carry malware. Similar to a real-
life Trojan horse, the USB drive infects the victims' PCs when they plug it into system
ports. The victims of this attack are unaware of the background operations that are taking

place (Costantino, La Marra, Martinelli, & Matteucci, 2018).
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Pretexting attacks involve creating fictitious but plausible situations in order to obtain
personal information from the victim. They are predicated on explanations that give both
the perpetrator and the victim reason to believe in one another. Attackers use physical
media, emails, or phone calls to carry out their attacks. Attackers obtain the knowledge
they need to carry out their attack from phone directories, public websites, and
conferences attended by professionals in the same industry. A pretext might be anything,
such as an offer of employment or services, a request for private information, assisting a

friend in gaining access to something or even winning the lottery (Ghafir, 2016).

Organizations should plan the most effective ways to prevent these assaults because they
pose serious dangers. Banking institutions ought to implement a policy that instructs both
employees and clients on the various ways social engineering is spread and how to stop
it. These can be in the form of training for staff or by way of short and simplified

infographic materials and video to customers.

2.6.10 Cross-site Scripting

Cross-site scripting (XSS) is a web security vulnerability that allows attackers to exploit
user interactions with inadequately secured applications (Shalini & Usha, 2011; Nithya,
Pandian, & Malarvizhi, 2015). This vulnerability in the user's system enables attackers to
bypass the same-origin policy that usually isolates different websites (Alhawamleh,
2012). As a result, attackers can impersonate the user, perform actions on their behalf,
and access all their data. If the user has privileged access within the application, the
attacker could potentially take complete control over its functionality (Shalini & Usha,

2011; Nithya, Pandian, & Malarvizhi, 2015).
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2.6.11 SQL Injection

Web and other web-based applications have generally been widely used since data is
easily accessible. But with more people using the internet, concerns about security
vulnerabilities are growing. Everyone who uses the internet wants to protect their
personal data from unauthorized access. Data is considered the "new oil™ that runs and
powers the world (Shachi, Shourav, Ahmed, Brishty, & Sakib, 2021). Web security
vulnerabilities erode the quality of data security principles by giving hackers access to

any data on the network (Marashdeh, Suwais & Alia, 2021).

Structured Query Language (SQL) injection is a technique for inserting SQL code into
dynamic web applications (Tasevski, & Jakimoski, 2020). SQL Injection attacks involve
adding code and testing SQL queries in order to navigate a website. Websites can be
compromised using this technique. In the event that an unauthorized person gains access
to the website, they may be able to read data, delete tables, and make other potentially
dangerous acts such as table alterations (Abirami, Devakunchari, & Valliyammai, 2015).
The process by which an adversary alters the logic, semantics, or syntax of a SQL query
by introducing new SQL keywords or operators is known as Structural Query Language

Injection (SQLI) (Tajpour, Heydari, Masrom, & Ibrahim, 2010).

An input string is inserted into the program in this type of attack in order to update or
change the SQL query to the attacker's benefit. This attack poses a risk since it has the
potential to compromise functionality and confidentiality by causing data loss or

unauthorized use.
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Additionally, as part of this type of attack, system-level commands are carried out,
denying approved users access to the required data. MITM attacks and session hijacking
are types of attacks where an outsider could silently seize control of a communication
route connecting a number of endpoints. The MITM attacker has the ability to interfere
with, alter, or even replace the intended victims' communication flow (Kiat, Obaja, Wei,

& Hui, 2017).

By utilizing SQLI, an attacker or unscrupulous person can gain unauthorized access to a
website and gather data for malicious purposes. Attackers can create harmful code as a
character unit to embed in web applications by using simple SQL queries like SELECT,
INSTALL, UPDATE, and MODIFY. SQLI technique allows attackers to get
unauthorized access to a website by circumventing the authentication and authorization
system for online applications (Bhateja, Sikka, & Malhotra, 2021). Analysis and machine
learning techniques can be used to reduce the impact of SQLI attacks (Marashdih, Zaaba,
Suwais, & Mohd, 2019; Doukas, Stavroulakis, & Bardis, 2021). This can be achieved
through classification algorithms, anomaly detection, behavioural detection, real-time

monitoring, feature engineering and hybrid techniques (Demilie & Deriba, 2022).

2.7 Securing Data on Transit in Mobile Applications

Cryptographic algorithms are one of the many technologies used in mobile banking to
protect user data while on transit (Yadav & Dhankhar, 2015). Other approaches include
steganographic algorithms and authentication. Cryptography is a fundamental tenet of
information security. It is the study of conveying and acquiring information such that

only those who a message is intended may read and process it (Ahmad & Garko, 2019).
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The main goal of cryptography is to transform data into an unreadable format so that only
authorized users can access it and prevent attackers from intercepting data being

transferred (Purnama & Rohayani, 2015; Patil, Narayankar, Narayan, & Meena, 2016).

Cryptographic algorithms are administered in two parts which are encryption and
decryption. Encryption involves transforming plain text into non-readable format while
decryption reshapes non-readable text into readable format using a cipher. A cipher is a
paired algorithm, which formulates enciphering and deciphering procedures. Substantial
procedures of encipher are managed by a sequence of steps and a key (Omar, Elsadd, &

Guirguis, 2017).

The Caesar cipher, one of the oldest ciphers, was named after Julius Caesar who
employed it to communicate with army officials during the Gallic Wars. According to a
report from the University of Wisconsin, Caesar was the first individual to use encryption
to protect sensitive data. Because his soldiers lacked the education necessary to
comprehend the intricate coding scheme, Caesar made the decision to create the simplest
substitution cipher that made it possible to secure messages (Shallal & Bokhari, 2016;

Sohal & Sharma, 2022).

Transposition and replacement techniques are frequently employed in ciphers to
transform data into unreadable form. Caesar cipher replaces every character in the
plaintext with a fixed character using a fixed character replacement technique based on
changing the initial character's position (Chandra, 2014; Mohammed, Argabi, & Alam,

2019). There are different types of symmetric and asymmetric encryption that are utilized
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to secure data communication. This classification has been developed based on how each

algorithm's key’s function.

2.7.1 Symmetric Encryption Algorithms

Symmetric encryption utilizes the same private key for both encryption and decryption. A
word, a number or an arbitrary collection of letters can serve as the key. Both sender and
recipient must have the key in order for a message to be encrypted and decoded

successfully (Ahmed & Naeem, 2022).

2.7.1.1 Advanced Encryption Standard

The Federal Processing Standards Publications-approved AES (Advanced Encryption
Standard) cryptographic technique can be used to secure electronic data (FIPS). Digital
data can be encrypted and decrypted using AES. Keys of bit sizes of 128, 192, and 256

can be used to encrypt and decrypt information blocks of 128 bits (NIST, 2022).

AES's state structure, which is used to run complex AES block cipher designs, contains
two dimensions of 4 by 4 matrix arrangement bytes. The state array's s is a single byte
that comprises indicators: a row of tokens r, which ranges 0<r<4, and a column of tokens
¢, which ranges 0<c<4. Likewise, the representation of a state-specific byte is s_(r,c) or s
[r, c]. AES's requirements require that the input byte arrangement be replicated to the 4

by 4 square values of variables shown in (2.1).

s[r,c]=in[r+4c] for 0<r <4and0< c <4 (2.1)
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(2.1) illustrates the first step in AES block cipher is to duplicate the supplied byte array,

in, to the state array s. (2.2) illustrates the final product.

out[r+4c]=s[r,c] for 0<r<4and0<c<4 (2.2)

Afterward, the state array is subjected to a series of changes, with the sequence out,,
outy, ....... , out;s as demonstrated in (2.2). The correspondence between the indices of

the input and output with the indices of the state array is demonstrated in Figure 2.1.

Figure 2.1

AES State Array Input Output (FIPS 197, p. 7)

Input bytes State array Output bytes
iNg | ing | ing | iN12 S0,0 | So.1 | So0,2 | S0:3 outp | outs | outs | outyz
ing | ins | ing |in S10|S11|S12|S out: | outs | oute | out
1| 1Ins | INg 13 | mmmp| S1,0 | S11 | S12 | S13 I 1 5 9 13
in2 | ing | IN10 | iN14 S20 | S21 | S22 | S2.3 outz | outs | outio | Outia
in3 | in7 | in11 | in1s5 S30 | S3.1 | S32 | S3.3 outs | out7 | out1y | outss

The relationship between the indices of the state array and the input and output indices is
shown in Figure 2.1. A block is made up of four words, and a word is made up of four
bytes. (2.3) shows how the four columns of the state array s are read as an array v of four

words.

46



S0,0 So,1 So,2 So,3

Vo = S1,0 Vi = S1,1 Vo = S1,2 Va = S1,3 2.3)
0 S20 | ! S21 | 2 S22 | 8 S$2,3 '
S3,0 S31 S3,2 S3,3

Thus, the column index ¢ of s becomes the index for v, and the row index r of s becomes
the index for the four bytes in each word. Given a one-dimensional array u of words, u[i]
denotes the word that is indexed by i, and the sequence of four words u [i], u [i + 1], u [i

+ 2], u[i + 3] is signified by u [i...i +3]

The central component Cipher () and Inverse Cipher function InvCipher () algorithms is a
Round, which is a series of fixed state modifications. Round key, a block that is typically
expressed in series of 4 words, or 16 bytes, is an additional input needed for every Round

(NIST, 2022).

The block cipher key is fed through an expansion algorithm, designated using key
expansion function KeyExpansion(), which outputs the round keys. The input of
KeyExpansion() is specifically a word array signaled key, and output is an enlarged word

array signaled w, known as key schedule (NIST, 2022).

AES can be explained using the following parameters: Nr signifies number of rounds, Nk
signifies word count in the key, and Nb signifies word count in the state and in this case
Nb=4. Additionally, there are no additional Rijndael configurations that adhere to this
Standard but only specific values of Nk, Nb, and Nr are provided in Table 2.1 (NIST,

2022).

47



Table 2.1

AES Key-Block-Round Combinations (FIPS 197, p. 11)

Key length Block size Number of rounds
Nk  inbits Nb (in bits) Nr

AES-128 4 128 4 128 10
AES-192 6 192 4 128 12
AES-256 8 256 4 128 14

Table 2.1 illustrates AES ciphers in which Nk denotes word count, Nb shows the word
count in the state and Nr denotes rounds count. In AES standard, Nb is 4 and size are 128

bits.

The three sources of Cipher () are the data, which is a block encoded as a linear array of
16 bytes, the instance's round count Nr, and the round keys as illustrated (2.4) (NIST,

2022).

AES-128 (in, key) = Cipher (in, 10, KeyExpansion (key))
AES-128 (in, key) = Cipher (in, 12, KeyExpansion (key)) (2.4)

AES-128 (in, key) = Cipher (in, 14, KeyExpansion (key))

(2.4) illustrates encryption process used to generate ciphertext. Line one indicates that the
AES-128 encryption process involves taking the plaintext and the encryption key, then
expanding the key into multiple round keys, and finally performing 10 rounds of
encryption to produce ciphertext. Line two indicates that the AES-128 encryption process
involves taking the plaintext and the encryption key, expanding the key into multiple

round keys, then performing 12 rounds of encryption to produce the ciphertext. Line
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three indicates that the AES-128 encryption process involves taking the plaintext and the
encryption key, expanding the key into multiple round keys, then performing 14 rounds

of encryption to produce the ciphertext (NIST, 2022).

The commands SubBytes() and ShiftRows() apply substitution tables (S-boxes) to each
byte. The substitution table is a crucial component used during the SubBytes step of the
encryption process. It is designed in order to provide non-linearity in the cipher, which

helps to protect against cryptographic attacks (NIST, 2022).

After each byte is translated into two hexadecimal numbers, every byte is put back with
another using a table in the non-linear substitution stage known as SubBytes while
ShiftRows is a transposition step that rotates each row in a circular motion by 0, 1, 2, and
3 positions for the appropriate rows. MixColumns() and AddRoundKey() combine round
keys and the state array, respectively. A mixing procedure called MixColumns works
with the state's column data. Every column in the state is changed into a new column and
finally one column is introduced using AddRoundKey at a time using bitwise XOR
action, Add Round Key appends a string of characters to each state column (Sakr, Omara,
& Nomir, 2013). The pseudocode in Table 2.2 contains information about the Cipher()

(NIST, 2022).
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Table 2.2

Pseudocode for AES Cipher (FIPS 197, p. 12)

+

Pseudocode for Cipher () Algorithm

1

o 0 1 Sy B W

T e T e T e
VS S =

procedure Cipher (in, w, Nr)

state < in

state «— AddRoundKey(state,w[0..3])

for round from 1 to Nr —1 do

state «— SubBytes(state)

state «— ShiftRows(szate)

state «— MixColumns|szare)

state «— AddRoundKey(state,w[4 * round..4 * round +3])
end for

state «— SubBytes(state)

state «— ShiftRows(state)

state «— AddRoundKey(state,w[4 *Nr..4 *Nr +3])
return state

end procedure

Table 2.2

illustrates the pseudocode for AES cipher algorithm. The procedure Cipher (in,

w, Nr) refers to the core encryption process with in representing the plaintext that needs

to be encrypted, w is the expanded key schedule derived from the original encryption key,

and Nr stands for the number of rounds. The AddRoundKey in line 3 integrates the
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encryption key into the plaintext, ensuring subsequent transformations (SubBytes,

ShiftRows, MixColumns) are dependent on the key (NIST, 2022).

Lines 4 to 12 apply the round function Nr times, changing the state array following an
initial round key addition in line 3. Lines 10 to 12's last round differs by skipping the
MixColumns() transformation. The output in line 13 then contains the final state, which

is returned in accordance with the state conventions.

The state is transformed using ShiftRows(), which involves cyclically shifting the bytes
in the state's final three rows. Each of the four columns in the state known as
MixColumns() is multiplied by a single fixed matrix during the transformation. Through
a bitwise XOR operation, a round key and the state are connected in the transformation of
the state known as AddRoundKey(). Each round key, in particular, is composed of four

essential schedule words (NIST, 2022).

To generate 4 x (Nr + 1) words from a key, the KeyExpansion() routine is used. For
instance, four words are produced for each of the Nr +1 AddRoundKey() applications
found in the Cipher specification(). The routine's output is a list of words in order
designated w[i], where i falls in the vicinity of 0< i < 4 x (Nr + 1). Then fixed phrases
are invoked through KeyExpansion(), which is indicated by Rcon[j] forl < j < 10. The
round constants are ten words. Each of ten round keys for AES-128 is generated by
calling a unique round constant. The first six and eight of these constants are referred to
by the key expansion algorithm for AES-192 and AES-256, respectively. Table 2.3

demonstrates pseudocode for KeyExpansion () (NIST, 2022).
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Table 2.3

Pseudocode for AES Key Expansion (FIPS 197, p. 18)

+

Pseudocode for Key Expansion () Algorithm

1

]

D60 =1 Oy h s

11
12
13
14

16
17
18

procedure KeyExpansion(key)
1<03

whilei<Nk—-1do4

w[i] < key [4 * 1.4 = 1+3]
i—i+16

end while

while i <4 *Nr +3 do

temp — wli—1]

if i mod Nk = 0 then

temp <— SubWord(RotWord(temp)) Rcon|i/Nk]
else if Nk > 6 and i mod Nk = 4 then
temp <— SubWord(temp)

end if

wli] < w[i—Nk] Btemp

i< i+l

end while

return w

end procedure

Table 2.3 illustrates the pseudocode for key expansion algorithm. The whole process
generates a series of round keys from the initial encryption key. The key expansion
ensures that each round key of AES encryption uses a unique round key and thus

enhancing the security of the encryption process. Table 2.4 illustrates the pseudocode for

equivalent inverse cipher.
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Table 2.4

Pseudocode for AES EqInCipher (FIPS 197, pp. 24)

Pseudocode for EqInvCipher()
1  procedure EqInvCipher(in, dw, Nr)

[§]

state < in

state < AddRoundKey(state,dw[4 *Nr..4 «Nr +3])
for round from N —1 down to 1 do

state < InvSubBytes(state)

state < InvShiftRows(state)

state < InvMixColumns(state)

state — AddRoundKey(state,dw[4 * round..4 * round +3])

Lo B v s B = L V. I~ V]

end for

10 state < InvSubBytes(state)

11 state < InvShiftRows(state)

12 state <— AddRoundKey(state,dw[0..3])
13 return szafe

14 end procedure

Table 2.4 illustrates the pseudocode for equivalent inverse cipher. The pseudocode
outlines the procedure for decrypting data using AES algorithm. It starts with initializing
the state with the input ciphertext, then followed by the initial round in which XOR with
the state with the last round key from the expanded key schedule. Next follows main

rounds and finally a final round. Table 2.5 contains a pseudocode for AES key expansion
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Table 2.5

Pseudocode for AES KeyExpansion (FIPS 197, p. 25)

Pseudocode for KeyExpansionEIC ()

GO =~ O B LD D =

B R ORI R R S S e S B e e e = = WD
B WNRE O WSOV BRWR —O

procedure KEyExpansionEIC (key)
i<—0

while i < Nk —1 do

wli] < key[4i..4i+3]

dwli] < wl[i]

i— i+l

end while

while i <4 «Nr +3 do

temp <— w[i—1]

if i mod Nk = 0 then

temp <— SubWord(RotWord(temp))PRcon[i/Nk]
else if Nk > 6 and i mod Nk = 4 then
temp <— SubWord (temp)

end if

wli] < w[i—-Nk] Dtemp
dwl[i] < w[i]

i—i+l

end while

for round from 1 to Nr —1 do

i< 4 * round

dwli.. i+3] < InvMixColums (dw [i.. i+3])
end for

return dw

end procedure

The first and last round keys are identical in dw and w. Lines 18 to 21 show how the
remaining round keys have been modified. The input to InvMixColumns () is described

in line 21's comment; a single-dimensional word list is transformed into a byte-only two-

dimensional array as seen in Figure 2.2 (NIST, 2022).

AES algorithm implementation must support at least one of the three key lengths such as

128, 192, or 256 bits (for instance, Nk is 4, 6 or 8 respectively). Two or three key lengths
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may be supported by implementations on an optional basis, which could improve the

compatibility of algorithm implementations (NIST, 2022).

Internationally, AES is utilized in high security systems, banking systems, and
government systems to protect online and mobile banking (Khelifi, 2013). This is due to
the fact that it might take longer than the universe's age to crack a 128-bit AES key.
When security is a concern, banks, governments, and wireless communications all use the
encryption standard AES because there have been no specific attacks against it so far

(JScape, 2022).

Current cryptanalysis assaults on AES algorithm are based on work that is progressing
against AES. Amrita, Gupta, and Mishra (2018) claim that AES is currently vulnerable to
a wide range of side channel attacks. These attacks make use of the descriptive
information obtained from the implementation of the protocols and cryptographic
primitives. This characteristic information can be obtained by considering aspects such as
timing, power consumption, or electromagnetic radiation. Errors in computation, changes
in temperature or frequency, and defects in hardware or software can all result in
different kinds of information. Side channel attacks take use of the characteristics of the
software and hardware components as well as the implementation structure of the

cryptographic primitive (Jani, 2015).

Additional cryptanalysis attacks against AES include collision attacks, eXtended
Linearization (XL), eXtended Sparse Linearization (XSL), algebraic attacks, and cube
attacks (Anwar, Hasan, Hasan, Loren, & Hossain, 2015). These techniques are

developing gradually, but no significant advancements have been made as of yet. Due to
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these advancements, AES will not last as long as the traditional algorithm suite approved
for classified applications. Nevertheless, there are workable solutions that can eliminate

these flaws at the equipment level (Amrita, Gupta, & Mishra, 2018).

2.7.1.2 Blowfish Algorithm

A popular symmetric cipher algorithm for data encryption and security is called
Blowfish. Because it can accommodate key lengths ranging from 32 to 448 bits, it is a
useful tool for data security. Blowfish is an effective tool for data security because of its
variable key length, it is known for fast encryption and decryption speeds and therefore
making it suitable for applications that require quick data processing. Additionally, the
algorithm is adaptable and has the ability to work with variable block sizes and enables
efficient data transfers with minimal resource utilization (Encryption Consulting, 2024).
Despite having a known vulnerability related to weak keys, it has not been subject to any

successful attacks (Schneier, 1994; Schneier, 1996).

Blowfish is a 64-bit symmetric block cipher. Data encryption and key expansion are the
two phases in which the technique works. Several subkey arrays totaling 4168 bytes are
created from a key of up to 448 bits during the key expansion stage. Feistel network with

16 rounds is used in the data encryption phase (Schneier, 1994; Schneier, 1996).

Blowfish algorithm is suitable for applications such as automatic file encryption systems
or communication links where the key is constant over time. This is because the
algorithm is efficient with robust security from its variable key length. Additionally, the
algorithm is simple with low resource utilization (Encryption Consulting, 2024). Table

2.6 demonstrates the basic algorithm for Blowfish.
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Table 2.6

Basic Algorithm for Blowfish (Schneier, 1994)

Basic Algorithm for Blowfish

[

Divide X into two 32-bit halves XL and XR
2 Fori=1to 16:

XL = XL Pi

XR =F (XL) XR

Swap XL and XR

End for

Swap XL and XR

XR = XR P17

XL = XL P18

Recombine XL and XR

Output X (64-bit data block: cipher text)

~NOo o1k~ Ww

Table 2.6 provides a pseudocode which outlines the encryption process of Blowfish
algorithm. The 64-bit input data block X is split into two 32-bit halves: XL for left half
and XR for the right half. The process is followed by initial key mixing as shown in step
two. After initial key mixing, a final swap is initiated. This is followed by recombining
the data which are the two 32-bit halves XL and XR bank into a single 64-bit block.

Finally, the output is a 64-bit ciphertext block.

2.7.1.3 Twofish Algorithm

Twofish algorithm is an improvement of the prior model of Blowfish algorithm. Twofish
employs identical keys for data encipherment and decipherment. Precomputed key-
dependent S-boxes are utilized. Any block cipher algorithm must include an S-box,
commonly referred to as a substitution box. Twofish comprises key length of 128 to 256

bits. Any encryption method that uses 128 bits or more for encryption is theoretically
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shown to be secure from brute force assault. Products like 96Crypt by eRightSoft,

KeePass, GnuPG, PGP, among others, utilize Twofish (Mandal & Singh, 2021).

Performance has been a priority throughout the development of Twofish. It performs well
on a range of hardware but more specifically support a variety of performance tradeoffs
at different levels, depending on rate, key structure, memory utilization, hardware gate
count and other implementation characteristics. The outcome is a very adaptable
algorithm that can be successfully used in a number of cryptographic applications

(Mandal & Singh, 2021).

Applications running on miniature devices and are integrated in hardware supports
effectiveness of Twofish algorithm. This enables the implementer to balance performance
by adjusting the encryption's speed, timing and size. The cypher is a 16-round Feistel
network with a bijective F function made up of four key-dependent eight-by-eight-bit S-
boxes, bitwise transformations, a fixed four-by-four maximum distance separable matrix
over GF (28), and a carefully thought-out key schedule (Nagaraj, 2023). The Twofish

algorithm is demonstrated in Table 2.6.
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Table 2.7

Twofish Algorithm Procedure (Nagaraj, 2023)

Twofish Algorithm Procedure

[

Plaintext divided into four 32-bits.

This undergoes an XOR operation with four keywords in the whitening input stage.

3 Assixteen-round procedure is used. The function g receives the two words on the left
as input in each round.

4 Subsequent to the linear mixing step based on the MDS matrix, the g function is
composed of S-boxes that rely on the given key bytes.

5 Every S-box generates an 8-bit output and needs an 8-bit input.

6 In order to multiply the four results by 4X4 MDS (maximum distance that can be
replaced), they are transmitted as vectors of length 4. multilayer

7 Using the Pseudo-Hadamard Transform (IPM), the outputs of the two functions g are
merged, and two keywords are appended.

8 Theinitial 1 bit is played after that, opening one of the phrases XOR on the right,
which is comprised of these two results.

9  Next, during the following round, the left and right are swapped.

10 The last round switch is reversed after all rounds, and empathy is XORed with four

additional keywords to create the encrypted text.

N

Table 2.6 demonstrates how Twofish encryption algorithm works. The algorithm starts
with dividing plaintext into four 32-bit words which makes up a total of 128 bits. In the
whitening stage, each of the 32-bit words undergo an XOR operation with four key
words. This stage is followed by a sixteen-round procedure in which the function g
processes the two leftmost words. The function g involves a linear mixing step based on
the maximum distance separable matrix and S-boxes. Each of the S-boxes takes an 8-bit
input and produces an 8-bit output. The output from the S-boxes is treated as vectors of
length 4 and multiplied by a four-by-four matrix. The output of the two g functions is
then combined using Pseudo-Hadamard Transform (PHT), and two more key words are
added. The result of the PHT is XORed with the rightmost two words from the previous

step, and the right halves are swapped for the next round. Steps 3 to 8 are repeated for a
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total of 16 rounds, with the left and right halves being swapped at the end of each round.
After all rounds are completed, the final output undergoes another XOR operation with

four additional key words, producing the encrypted ciphertext.

2.7.2 Asymmetric Encryption Algorithms

Asymmetric encryption utilizes both a public key (known to sender and recipient) and a
private key (known to a recipient). The public key can be used by anybody who requires
to send or receive a message while information is decoded using the private key and thus
increasing security (Devi, 2015). Asymmetric encryption performs better in terms of
security than symmetric encryption because of high computer resources required in
security mechanisms for enforcing digital certificates, hashing, digital signatures and

encryption.

2.7.2.1 Rivest-Shamir-Adelman Algorithm

Two distinct keys are used to encrypt and decode data in an asymmetric cryptosystem
(Bhanot & Hans, 2015). In networks, Rivest-Shamir-Adleman (RSA) is frequently used
to protect data. The two primary unresolved RSA puzzles where the outcome of two
prime numbers is N are the integer factorization problem and the RSA problem, such as

finding the Nth root.

Number theory says that the product for two prime integers is easy to calculate, but
factorization is difficult. An essential component of RSA security is the enormous

numbers principle. The RSA algorithm's key size range, which is between 2048 and
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4096, makes factorization challenging. The RSA method's decryption is based on the

variables d and N, where d is the decryption key.

RSA has a time complexity of O(n?) (Bhanot & Hans, 2015). This is due to the fact that
both encryption and decryption involve modular exponentiation, which is
computationally intensive. Additionally, the complexity is directly related to the bit
length of keys. As such, when the key size increases, the number of operations required

for encryption and decryption grows quadratically.

This cryptosystem incorporates: key generation, encryption and decryption (Saini &
Vandana, 2022). Table 2.7 illustrates RSA key generation procedure, while Table 2.8

details RSA encryption and decryption process.

Table 2.8

Rivest-Shamir-Adelman Algorithm Key Generation (Tahir, 2015)

+
Key Generation Procedure
1 Generate two large prime numbers p and q. €gcd/(p. q) =1
2 Compute n=p*q
3 Compute Euler’s Totient Function @ (n) = (p-1)*(q-1)
4 Choose public key integer e, where 1<e <@ (n) €gcd (e (n), e) =1
5 Compute private key integer d, d=e-1 mod @ (n)
6 Public key is (e, n) and private-key is (d, n)

Table 2.8 demonstrates RSA algorithm key generation. Step one involves choosing two
large prime numbers p and q (Meng & Zeng, 2015). This is followed by computing n as a
product of p and q. The next step involves computing Euler’s totient function. The next
step involves choosing a public key integer e followed by computing a private key integer
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d. The public key is the pair (e, n )which is distributed and used for encrypting messages
and the private key is the pair (d, n) which is kept secret and used decrypting messages.

Table 2.9 demonstrates the RSA encryption and decryption process.

Table 2.9

RSA Algorithm Encryption Decryption process (Lin, Sun, & Qu, 2018, p. 4)

Encryption Process Decryption Process

C=Pemodn P =Cd modn

The following parameter denotations are used in Table 2.9 to illustrate the encryption
process algorithm: e is the public key, n is the product of two prime numbers, C is the
ciphertext, P is the plaintext, and so on. The decoding technique uses the same settings.
Both sender and recipient need to understand the value of n. The sender is aware of the
value of e, whereas only the recipient knows the value of d. Accordingly, the public key
(e, n) can be considered the key of this algorithm, whereas the private key (d, n) can be
considered the key of this algorithm (Anada, Yasuda, Kawamoto, Weng, & Sakurai,

2019; Sharma, Agrawal, Pandey, Khan, & Dinkar, 2019).

The primary security services provided by RSA are confidentiality, secrecy,
authentication, integrity, and non-repudiation (Sharma & Bohra, 2017). The algorithm's
strong security public-key cryptosystem makes it difficult for hackers to decipher (Gaur,

Mehra, & Kumar, 2018).

According to Sharma and Bohra (2017), RSA's main security services include

confidentiality, secrecy, authentication, integrity, and non-repudiation. According to
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Gaur, Mehra, and Kumar (2018), the algorithm's robust public-key cryptosystem makes it

challenging for hackers to understand.

2.7.2.2 Elliptic Curve Cryptography

Elliptic Curve Cryptography (ECC) is a fundamental component of modern
cryptographic systems. It is built upon the sophisticated mathematics of elliptic curves,
which serve as a rich framework for cryptographic processes (Singh, 2014). The security
of ECC relies on the difficulty of solving the Elliptic Curve Discreate Logarithm Problem
(ECDLP). Unlike traditional discrete logarithm problems in finite fields, the ECDLP is
considered harder to solve, especially for large key sizes. This difficulty allows ECC to
achieve comparable security with smaller key sizes, making it efficient in terms of
computational resources and bandwidth (Singh, Nayyar, & Garg, 2023). ECC
demonstrates built-in robustness against quantum algorithms like Shor's algorithm

(Singh, 2016).

ECC is widely utilized in several cryptographic areas, including key exchange,
encryption, and digital signatures. By creating shared secret keys, protocols such as
Elliptic Curve Diffie-Hellman (ECDH) allow parties to exchange keys securely over

insecure channels.

2.7.2.3 Digital Signatures

Digital Signature Algorithm (DSA) is a federal information processing standard that was
standardized in 1994 (NIST, 2022). DSA functions with discrete logarithm problems and

modular exponentiation which are difficult to calculate using brute-force attacks. A
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combination of the hardness of the discrete logarithm problem and the computational
intensity of modular exponentiation ensures that DSA is secure against brute-force

attacks (Simplilearn, 2022).

A hashing algorithm, which determines the result of another hash or digest based on even
minor changes to the data, makes this technique conceivable. A modified piece of data
creates a new hash, informing the recipient that the data they recently received was not
transmitted by the original sender and was changed or corrupted during transit (Thapar &
Sarangal, 2018). Digital signatures further reinforce security during data transmissions.
To achieve non-repudiation, integrity, and authentication, digital signatures are used
(Mishra, 2017). The DSA procedure consists of three steps: creating a key, creating a
signature, and verifying a signature (Simplilearn, 2022). A complete DSA design

technique is shown in Figure 2.2.

Figure 2.2

Digital Signature Algorithm Design (Simplilearn, 2022)
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Figure 2.2 demonstrates DSA workflow where M is the message, H is the hash function,
h is the hash digest, E is the encryption, + is the bundle both plaintext and digest. To
produce a digest, the original message M is first run through a hash function. The
message is then encrypted using the sender's private key after being combined with the
hash digest h. The recipient receives the encrypted bundle and uses the sender's public
key to decrypt it. The same hash function is used to produce a comparable digest after the
message has been decoded. The freshly created hash is then contrasted with the hash
value that was sent with the message. If they match, then data integrity is verified. Figure
2.2 demonstrates DSA algorithm design while Table 2.10 illustrates DSA algorithm key

generation procedure.

Table 2.10

DSA Algorithm Key Generation Procedure (Simplilearn, 2022)

Key Generation

Choose a prime number ¢, which is known as the prime divisor

Choose another prime number, p, such that p-1 mod q=0

Choose an integer g (1<g<p), satisfying the two conditions, g**q mod p-1 and
g=h**((p-1)/q) mod p

Our private key X, is a random interger such that 0<x<q

Our public key y, which can be calculated as y=g* mod p.

The private key package is {p, q. g, X}

The public key package is {p.q.g.y}

LIPS I S I
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Table 2.10 illustrates the DSA key generation procedure which begins by choosing a
prime number g which is known as the prime divisor. The next step involves choosing
another prime number p such that p-1 is divisible by g. The third step involves selecting
an integer g such that 1< g < p. The fourth step involves choosing a private key x which

is a random integer such that 0 < x < g. This is followed by calculating the public key y
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which is calculated as y=g* mod p. The private key package consists of the values p, q, g,
x while the public key consists of the values p, q, g, y. Table 2.11 illustrates the DSA

generation process.

Table 2.11

Digital Signature Algorithm Generation Process (Simplilearn, 2022).

Signature Generation

Generate a random per-message value k where 0 <k <q.
Calculate r = (g *mod p) mod q

Calculate s = (k ! (H(m) +x * r)) mod q

Recalculate the signature in the unlikely case thatr=0o0rs=0
The signature is (r, s).

[ T =S ST B

Table 2.11 demonstrates the DSA algorithm generation process. It involves generating a
random per-message value k such that 0 < k < g. This value must be kept secret and
should be different for each message to ensure security. In line 2, calculate r using the
formula r = (g * mod p) mod q. Here, g is the base from the public key k which is the
random value generated in step 1 and p and q are the prime numbers chosen during key
generation. In line 3, s is calculated using the formula s = (k X (H(m) + x * r)) mod g. the
value k is the modular inverse of k modulo g while (H(m)) is the hash of the message m
and x is the private key while r is the value calculated in step 2. In line 4 the signature can
be recalculated, if necessary, in case either r is 0 or s is O then the process is repeated
from step 1to generate a new k and recalculate r and s. Finally, the signature for the

message is the pair r, s. Table 2.12 illustrates DSA algorithm verification process.
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Table 2.12

Digital Signature Algorithm Verification Process (Simplilearn, 2022)

Signature Verification

Reject the signature if either 0 <r < q or 0 <s < q is not satisfied.
Calculate w = (S) -1 mod q.

Calculate ul = (H(m) * w) mod q.

Calculate u2 = (r * w) mod q.

Calculate v=((g ul * yu2) mod p) mod q

The signature is valid if v=r.

Oy L e o

Table 2.12 illustrates DSA verification process in which from line 1 a signature can be
rejected as invalid if either 0 <r < q or 0 <s < q is not satisfied. This involves checking
the values for r and s from the signature. In line 2, computation of modular inverse of s
modulo q is done to find the value of w which is used in subsequent calculations. In line
3, the value of ul is computed by multiplying the hash of the message (H(m)) with the
value of w and then take the result modulo g. in line 4, the value of u2 is computed by
multiplying r from the signature with w and take the result modulo g. In line 5, the value
of v is computed using the formula v = ((g “* * y “2) mod p) mod q. Here g is the base
from the public key, y is the public key, ul and u2 are the values calculated in line 3 and
4 and p and q are the prime numbers chosen during key generation. In line 6, the

signature is valid if v =r.

DSA technology is utilized in smart cards, Integrated Services Digital Network (ISDN),
web applications and email verification among other systems. DSA commonly provides
message authentication, message integrity, non-repudiation, and secrecy as

communication security services (Ramya, 2013).
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Because the DSA technique generates keys faster and is more stable and secure than the
RSA method, it is advantageous because it requires less storage space over its entire
lifecycle., because it utilizes smaller key sizes, efficient signature representation and
fixed-length components such as r and s (Simplilearn, 2022). A safe digital signature
system is one that requires the solution of the discrete logarithm problem before the

algorithm can be cracked (Stinson, 2006).

Forgeries, known-message attacks, chosen-message attacks, and key-only attacks are the
most common DSA attacks. The public verification key is the only weapon available to
the attacker in key-only attacks. A valid signature for several messages that the attacker is
aware of but hasn't specifically selected is given to them in a known-message attack.
According to Kumar (2016), in a chosen-message attack, the attacker first determines the
signatures on any randomly picked messages. There are two types of forgery attacks:
selective forgeries and potential forgeries. Existential forgery happens when someone
else creates a message/signature pair m that the authorized signer did not create. A
message/signature pair m is created by the adversary during selective forging, with m

predetermined by the adversary (Kumar, 2016).

Additionally, a variety of information enciphered and concealment techniques have been
developed in order to obtain security in data channeling (Sachin & Dhawan, 2021).
Steganography and watermarking are two main methods for concealing information
(Sachin & Dhawan, 2021; Kadhim, Premaratne, Vial, & Halloran, 2019). A message on a
media surface is concealed using both the two domains. The two approaches are also
closely related, although each has its own goals (Taher, Ahmad, Hameed & Mokri,

2022).
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Protecting the confidentiality of the secret communication from adversaries is the
primary objective of watermarking (Peng, Lao, & Li, 2021). Steganography, on the other
hand, aims to conceal the secret message in a public medium without providing evidence
that the message has been located (Sachin & Dhawan, 2021). The secret message is
disordered using the information encryption method called as cryptography so that no
enemy can read it or comprehend it. This strategy may draw attention to or even make
opponents aware of hidden message, even though it is impossible to understand and

makes no sense (Kadhim, Premaratne, Vial, & Halloran, 2019).

The Greeks coined the words steganos and graphy to get the origin of the word
steganography (Mushenko, Zolkin, & Yatsumira, 2021). While graphy is viewed as
writing, steganos means covered or veiled. Greek historian Herodotus provided a written
description of steganography in the year 440 BC. They penned their confidential
information on wood carvings and covered them with wax to keep them secret and out of
sight. The Greeks also developed a technique for writing a message on a messenger's
shaved head that would be sent once the hair grew back (Mushenko, Zolkin, &

Yatsumira, 2021).

Similarly, in order to disguise their communications, the Germans developed the
microdot technique during World War | by using cover materials that were not
threatening (Ravi, Joshi & Nandal, 2021). The Germans utilized various tools during
World War 11, like indestructible paints and open-coded messages, to script messages and
evade scrutiny (Alsaawy, Sen, Alkhodre, Bahbouh, Baghanim, & Alharbi, 2021). It is
possible to use audio, text, Deoxyribonucleic Acid (DNA), video, network and image

steganography.
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2.7.3 Steganography Algorithms

Steganography is a clever technique utilized to conceal data by lodging it onto a cover
media such that an opponent cannot identify or notice the media carrying the secret
message or data (Kadhim, Premaratne, Vial, & Halloran, 2019). Both steganography and
cryptography focus on hiding a secret message to keep it safe from intruders or hackers
(Hussaina, Wahaba, Idris, Antony, Jung, Ki, 2018). The two strategies can be combined

effectively to increase security for data transmission via wireless networks.

Important factors including imperceptibility, embedding ability, security, robustness, and
computational complexity are used to evaluate steganography techniques (Kadhim,
Premaratne, Vial, & Halloran, 2019; Hussaina, Wahaba, Idris, Antony, Jung, 2018).
Imperceptibility in steganography refers to the property that the object used to
camouflage confidential message cannot be discerned using human eyes (Kadhim,

Premaratne, Vial, & Halloran, 2019; Hussain, Wahaba, Idris, Antony, Jung, 2018).

Embedding capacity refers to the maximum amount of secret information that can be
hidden within a cover object (such as an image, audio file or video) without noticeably
altering its appearance or quality. This concept is crucial because it balances the need to
conceal data effectively while maintaining the cover object’s imperceptibility (Hussain,

Wahaba, Idris, Antony, Jung, 2018).

Majority of steganography methods are susceptible to a variety of attacks since
adversaries are always improving their systems to recognize buried secret messages in
stego images. Steganalysis attacks come in various ways, including visual, conventional,

and non-conventional (Al-Rikabi & Hazim, 2021).
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One important feature that is assessed in the transform field is the ability of stego images
(images on which a secret message is already encoded) to keep the hidden message even
after undergoing various image tests, like cropping, blurring, and adding noise, among
others (Sachin & Gupta, 2021; Pirandola et al., 2020). The ability of algorithms to
operate efficiently and quickly following the embedding and extraction stages is known
as computational complexity. As a result, because of how they operate, algorithms with
minimal computational complexity are frequently used (AbdelWahab, Hussein, Hamed,

Kelash, Khalaf, 2021).

Various steganographic algorithms have been implemented to guarantee the security of
data. Though not all steganography systems require secret keys to function, the utilization
of the Kerckhoff principle can improve steganographic system security. The idea
suggests that in order to successfully attack a steganographic system, an attacker must
possess the secret key, even if he is aware of the system's architecture and operation.
Thus, while implementing steganographic systems, it is advisable to include the secret

keys which can be public or private (Morkel, 2012).

Through the incorporation of information into another medium, steganographic
algorithms guarantee confidentiality and information security. Only a steganographic key
can unlock such concealed data (Al-Shaaby, 2017). On the other hand, the method and
strategy employed to hide the data can potentially function as identification evidence. If
the information is embedded incorrectly, the method of identification and authentication
could turn into a shared secret (Morkel, 2012). The embedded data is unable to be

submitted to an integrity check since it may have been altered inadvertently or
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intentionally, and the changes made to the retrieved data may not have been observed

(Domain, 2018).

It is important to note that visual analysis and statistical analysis are two main
steganalysis approaches that target steganographic techniques. Visual analysis seeks to
identify hidden information through inspection using a naked eye or with the use of a
computer. Small changes in the carrier objects are sought for by statistical analysis
(Hussain, Wahab, Idris, Ho, & Jung, 2018). Additionally, email firewalls have the ability
to erase confidential data while filtering photographs, which poses a threat to image
steganography. Different steganography methods are divided into different message

carriers as illustrated in the following section.

2.7.3.1 Text Steganography

This form of steganography utilizes text files as cover media where data is camouflaged.
Format-based strategies, random and statistical creation and semantic techniques are
some of the several methods that can be used to immerse texts. Using the ASCII
representation of characters, the LSB algorithm in text steganography modifies the
characters' least significant bits to subtly encode secret messages inside the text

(Harinath, Raja, Suneel, Muzafer, & Rajesh, 2024).

According to Savia, Gutub, and Ghanmdi (2019), a method called Kashida includes
inserting extension characters. If the concealed bit is 1, the mechanism can unite Kashida
between characters. If the confidential bit is 1, two white spaces are started between

words before moving on to the next word. Nothing is added between words if
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confidential bit is set to 0. A significant flaw with text steganography is the usage of the

two white spaces, which could raise suspicion.

2.7.3.2 Image Steganography

Images are used as a means of concealing information. Sensitive information can be
concealed in images using a number of techniques, such as adaptive territory, special
territory and frequency territory. Manikandan and Masilamani (2018) employed an
inverse data hiding technigue to extract a message from a stego image using encryption
theory. For instance, it is unnecessary to forward patient details into another portfolio
because in their trial, they preserved patient data onto medical photographs of the same
patient. Their suggested method's main goal was to achieve strong data embedding
capacity while having a low bit error rate. To share data between a sender and a recipient,
the authors used three keys. This technique demonstrated good embedding capability and

required little processing time.

Using the LSB of each color channel (Red, Green, and Blue) in pixels, the LSB algorithm
in picture steganography allows information to be hidden within an image without

compromising its aesthetics (Harinath, Raja, Suneel, Muzafer, & Rajesh, 2024).

The use of the LSB technique to experiment with concealing hidden data in human faces
was investigated by Marella, Straub, and Benard (2019). The mouth, thumb, eyes, nose
and other visible facial characteristics were among the surface elements that held these
covert messages. The writers searched through the many image surface features to find

the most useful location that was available hid a message there. Simulations of the studies
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suggested the technique could store hidden message in the human face's features and that

it was challenging to find hidden information inside the encrypted image.

2.7.3.3 Audio Steganography

Audio steganography use audio as cover medium to obfuscate private information. This
kind of steganography can be decrypted using a variety of techniques, including spread
spectrum, phase concealment, parity concealment and LSB bit concealment. It is used to
conceal data in Waveform Audio File (WAV), Audio Units (AU), and Moving Pictures

Layer 3 (MP3) sound files.

It is not recommended to hide sensitive information in the same LSB position, as
adversaries can easily retrieve the concealed data (Biswajita, Pal, & Bandyopadhyay,
2016). Hiding three bits in specific locations achieves data embedding at non-continuous
sample regions, which reduces the stego image's capacity. Binny and Koilakuntla (2014)
created a steganography algorithm in which an audio sample was transformed into bits
before concealing the text data using LSB technology. Before applying the LSB
technique for concealing, the cryptic data characters must first be converted into the
matching binary digits. The evaluation metric applied to the various audio inputs was the

Signal-to-Noise Ratio (SNR).

2.7.3.4 Video Steganography

Digital videos are utilized as cover media to camouflage confidential data. This method is
useful because it allows for the concealment of enormous amounts of data in video files,

which are moving streams of sounds and images. Video steganography is therefore seen
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as a synergy that incorporates both audio and image steganography. The two most
popular methods of video steganography are direct data concealment into compressed
data stream and concealment of raw video followed by compression of the data

(Kunhoth, Subramarican, Al-maadeed, & Bouridane, 2023).

A video steganography technique that makes use of an Enhanced Hidden Markov Model
(EHMM) to speed up the rate of retrieving hidden data was created by (Mritha & lIsa,
2015). The algorithm has two phases. The first phase is to identify conditional states in
the chosen video frames, and its second phase is to compute transitions between
conditional states in series. Furthermore, the LSB approach in video steganography
works on individual frames, enabling data to be hidden throughout a number of video

frames (Harinath, Raja, Suneel, Muzafer, & Rajesh, 2024).

2.7.3.5 Network Steganography

Network steganography entails concealing data within the header or payload fields of
network protocols. This technique establishes covert channels for communication
between a covert sender and receiver. These covert channels can be categorized into
storage-based, timing-based, and hybrid-based channels (Jozef, Mazurczyk, &
Szczpiorski, 2014).

For the secret communication space, Huang and Tang (2016) presented a new network
voice-based steganography model. To solve the issue of packet loss, this method utilized
a geographic design and a quick-start retransmission methodology. Two participants in
communication can swap the obviously used vector across a secure channel by utilizing

time and space negotiation framework.
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Only a portion of the media packets in the sender's media stream are used by the method
to mask data. In this case, the receiver must be able to distinguish both the covert vector
being used to disguise the secret data and the streaming media containing it (Yang &
Peng, 2017). Once the covert vector employed in the media data stream has been
identified, the receiver can promptly recover the hidden message. Without compromising
channel concealment, this method increased payload complexity, imperceptibility, and
synchronization efficiency.

Zhijun (2021) introduced an approach that uses an information embedding technique
based on Internet Protocol (IP) phone transcoding to compress publicly available
information and create more room for data concealing. The initial phase of this technique
was to either encode the original voice or analyze the payload packet. The voice stream is
then produced using public encoding, bearing a resemblance to the original sound quality
but with low payload. The primary payload field ultimately received the voice stream
after transcoding, and the leftover space was made accessible for data concealment.

The primary objective of steganography is secure communication, which makes it
impossible for anyone who is not permitted to access the actual message. Three factors
should be considered when concealing information: robustness (the amount of
modification the stego image can withstand before an adversary can erase concealed
information), security (the ability to find concealed information in a cover medium), and
the amount of information that can be concealed in a cover medium (Yadav & Dhankhar,
2015).

Steganography offers confidentiality as a security service, which is accomplished by

integrating data into medium. Only a steganographic key can be used to expose the
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concealed information (Al-Shaaby, 2017). However, the method by which the
information was concealed might also be used to prove identity. If steganography is not
done correctly, the embedding method could be used as a form of identification and
authentication and turn into a shared secret (Morkel, 2012). According to Domain (2018),
embedded data cannot be subjected to an integrity check since it could have been altered
unintentionally or on purpose, and the modifications made to the extracted data could not
be apparent.

Steganography is vulnerable to a number of assaults, including structural and statistical
attacks as well as visual ones. In visual attacks, the image is split into bit planes for
further analysis with the use of computer or visual inspection to uncover the presence of
hidden information. Structural assaults entail modifying the file's format while the
concealed data is embedded. Finding these distinctive architectural changes can aid in

determining the presence of data in an image (Hussain, Wahab, Idris, Ho, & Jung, 2018).

2.7.4 Authentication

Authentication is the process of identifying and authorizing an end user application,
allowing the user to access the system or application (Basavala, Kumar, & Agarrwal,
2012; Omar, Hammod, Muamer, Muhammed, & Waleed, 2017). The goal of
authentication is to verify that the provided information is a legitimate request from a
specific individual. There are various methods of authentication, including those that use
fingerprint, smart card, passwords, digital signatures, and biometrics, among others
(Sepehri-Rad, Sadjadi, & Sadi-Nezhad, 2019). Authentication can be divided into the

following three categories:
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2.7.4.1 Single-Factor Authentication Mechanism

Using a single attribute linked to their identity, such a PIN to unlock a phone, a person
seeking access requests an authenticating party to confirm their identity with Single-
Factor Authentication (SFA) (Rouse, 2017; Rahav, 2018). Numerous firms have adopted
SFA due to its ease of use and simplicity. However, because it is susceptible to assaults
like shoulder surfing, brute force, social engineering, and impersonation attacks, this kind
of authentication cannot be used with financial institutions or other crucial transactions
(Rahav, 2018). Using two-factor authentication is one potential mitigating technique for

single-factor authentication against unauthorized access in mobile banking.

2.7.4.2 Two-Factor Authentication Mechanism

When a customer requests access through the Two-Factor Authentication system (TFA),
they ask the authenticating party to confirm their identity by providing two attributes,

such as something they are or know that is connected to their identity (Rahav, 2018).

The following two tests must be passed by a TFA end-user protection system that
requires authentication. In order to use this strategy, the user must provide two forms of
identification: something that one has and the other must be something the user can
recall. In order to be categorized as a TFA, the user should possess both a device (what

you have) and knowledge (such as a PIN or password).

In this method, the user needs something (such a mobile phone) from which to obtain a
token, and they also need something (the PIN or code after receiving it) in order to know

it. Users must add their phone numbers to their accounts in order to achieve this (Lupu,
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Gaitan, & Lupu, 2015; Arshah, Hammood, & Kamaludin, 2018). Due to its dynamic
nature, OTP is a disposable password that cannot be tracked. This means that after the

password has been entered, it can no longer be used because its longevity is constrained.

As such, one of the possible mitigation strategies for TFA authentication against
unauthorized access by MITM attacks, forgeries, and eavesdropping in mobile banking is
utilization of Multi-Factor Authentication (MFA) (Ometov, Bezzateev, MakitaloAndreev,

Mikkonen, & Koucheryavy, 2018).

2.7.4.3 Multi-Factor Authentication Mechanism

The technique of integrating various facets in a system's user is known as multi-factor
authentication. Typically, these factors for authentication are something a person has,
something they are (such biometric like a fingerprint), and something they know (like a
text password, smart card, authentication token among others). While MFA can comprise
many elements from the same category, the commonly used MFA normally consists of
two factors from different categories (Papaspirou, Maglaras, Ferrag, Kantzavelou,

Janicke, & Douligeris, 2021).

MFA authentication protocols are frequently used to verify users online. Client-server
architecture is the essential component of online applications. When a client tries to
connect to a remote server, it asks the web server for the required service. The majority of
online users utilize web browsers as their primary Internet client software to interact with
the internet. Many Application Programming Interfaces (APIs) and other system data are
accessible to web servers via web browsers using the HTTP protocol, which is used by

the client-server architecture to transfer information. Web browsers can use a variety of
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information vectors exposed by the rising complexity of modern web applications to give

users the features and services they desire.

These information vectors might be specific and helpful in recognizing a certain system.
The process of identifying a device or browser by using information vectors provided by
a web browser is known as browser fingerprinting. A browser fingerprint may or may not
work as a reliable authentication method, depending on how distinctive it is. There are
two ways to figure out a browser's fingerprint. The first is the fingerprint, which may be
obtained from publicly accessible browser data, including time zones, IP addresses and
HTTP headers. The second method involves the web server actively gathering a

browser's fingerprint.

Constructed queries are sent by a web server, which monitors the web browser's
response. The behavioural differences across browsers are caused by variations in
hardware and software configurations and these differences can be utilized as a browser
fingerprint. Combining many information vectors can result in a more unique browser
fingerprint (Alaca & Van Oorschot, 2016). Because browser fingerprints can be used to
monitor users, research in this area is primarily concerned with privacy and fingerprinting
prevention (Durey, Laperdrix, Rudametkin, & Rouvoy, 2021). Additionally, user security
and device authentication can benefit from the use of browser fingerprints (Alaca & Van

Oorschot, 2016; Durey, Laperdrix, Rudametkin, & Rouvoy, 2021).

During authentication, users can submit a knowledge factor in a different format with
graphical passwords. Because people can recall visual representation better than text,

these passwords may be easier for users to remember. Drawing a pattern on a grid, which
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has been made popular by mobile phones is the most popular way to construct a graphical
password. Different graphical passwords with different levels of success have been used.
However, they also create wider openings for attacks such as shoulder surfing (Kaka,
Ishag, & Ojeniyi, 2020). Attacks on MFA can be mitigated using a combination of

techniques such as facial biometric authentication and utilization of OTPs.

2.8 Evaluation of Hybrid Algorithms

Hybrid algorithms combine two or more other algorithms to solve a problem (Stallings,
2014; Forouzan, 2007). Typically, this is done to combine desired characteristics of each
algorithm leverage making the overall algorithm better than individual algorithms used
solely. For example, in their study, Gupta and Sharma (2012) discussed about a new
hybrid encryption scheme that integrates Diffie Hellman and RSA to get data security for
services in the cloud. This technique aimed at leveraging the strengths of both the
algorithms. Therefore, the idea of this integration is to exploit secret key cryptography
and public key cryptography which then offers robust security for a communication over

the internet.

2.8.1 Complexity Evaluation

The main criterion for assessing complexity is the ciphering method's security. Security is
impacted by the algorithm's complexity. Consequently, complexity might be considered
an assessment criterion for developed encryption systems. Additionally, an algorithm is
considered secure if it remains unbreakable even when executed on a machine with

limited memory and processing power. However, we may say that a system has a
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measured level of security if we study this method on a computer with a large memory

and a high processing speed (Krishnamurthy & Ramaswamy, 2009).

The complexity of an algorithm is measured in terms of time and space complexity. The
sort of algorithm determines how the complexity of the algorithm is assessed. For
instance, the complexity of a cipher method varies depending on whether it is
monoalphabetic or polyalphabetic. While the private key used determines complexity of
the transposition cipher and randomness determines complexity of stream cipher (Krishna

& Babu, 2010).

2.8.2 Statistical Evaluation

This section determines the value of the secret keys that substitution ciphers utilize using
a variety of statistical criteria, such as the index of coincidence and modified statistical
tests that rely on the variances, skewness, kurtosis and measure of the expected value

(Etienne, 2018).

2.8.2.1 Histogram of Ciphered Text

Calculating the histograms of the ciphertexts produced by various cipher algorithms is
necessary for the process to use the histogram concept as an evaluation parameter. By
analyzing the features of the histogram generated by a multiplicative cipher method using
different keys using a rectangular window of a predefined length, an attempt is made to
ascertain these variables (Mali, Chakraborty & Roy, 2015). This database will function as
a trustworthy source for information on the multiplicative secret and multiplicative cipher

that are employed.
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2.8.2.2 Modified Statistical Evaluation

Variance, skewness, and kurtosis are statistical factors that are utilized as expected values
in evaluations. These values are used as evaluation parameters for algorithms of the
monoalphabetic and polyalphabetic ciphers. The relationship can be utilized to compute

the expected value of the ciphertext or plaintext mathematically (Neamah, 2015).
E(x) = =27 4(pi X F}) (2.4)

The anticipated value range for the cipher text produced by monoalphabetic algorithms is
smaller than the expected value range for cipher texts produced by polyalphabetic
algorithms. The encryption procedure is considered monoalphabetic if the predicted value
falls within the range of 0.061 to 0.069 contingent upon the length of the ciphertext. If the
predicted value is more than 0.069, the cipher algorithm will be polyalphabetic,
depending on the length of the ciphertext and the secret key. The following equation

provides a numerical representation of the plain text's variance.
var(x) = ).._ (R)? —0.038 (2.5)

(2.5) illustrates variance in which the encryption procedure is considered monoalphabetic
if the variance falls within the range of 0.96 to 0.97, contingent upon the ciphertext's
length. When the variance exceeds 0.97, the cipher procedure becomes a polyalphabetic

one, contingent on the length of the ciphertext and the secret key.
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2.9 Information Theory

In a general communication system, the seminal work of Claude Shannon's information
theory (Shannon, 1948) consists of multiple elements, such as a source that transmits a
message for another entity to receive and interpret as its own. The transmitter transforms
the message generated at the source into a signal suitable for transmission. The
communication must then be secured so that the entity in charge of sending the data also
performs the encoding operation. To transfer the signal from a transmitter to a receiver, a
channel is also needed. The channel may be transmitted wirelessly, using fiber optics or
via a cable. In the end, the message is received by the receiver after they have taken the

signal and pieced it together (Zubair, Ali, & Anam, 2023).

The metrics of information theory can be used as assessment parameters. For example,
the substitution monoalphabetic cipher system can be distinguished from the
polyalphabetic encryption system using the unicity distance. The unicity distance can be
defined as the minimal number of letters needed to decipher a cipher text, as determined

by the following equations (Sattar & Sadkhan, 2017; Sattar, Sadkhan, Sabiha, & Jawad,

2020):
Uy =1 (2.6)
Where:
H(k) = ZA P.()Log; 55 @2.7)
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Where R is the redundancy and is the essential entropy (Dalkilic & Gungor, 2000).
Redundancy is the quantity of letters that can be omitted from a word or sentence without
altering its meaning. When the unicity distance for the cipher text is greater than or equal
to 1.35, the encipher algorithm is polyalphabetic; however, when it is less than 1.35, the
cipher algorithm is additive (Alibadi & Sadkhan, 2018). Important entropy parameters
from information theory and unicity distance help to provide practical evaluation metrics

for security measures.

Information theory was used in this study because of its fundamental metric of entropy,
which quantifies the amount of uncertainty or surprise associated with outcomes
(Shannon, 1948). Entropy is helpful in determining the typical number of bits needed to
encode message components in an image in order to measure the degree of security of a

system.

2.10 Summary of Research Gaps

Most mobile banking systems are at risk from various attacks especially when utilized to
perform mobile banking over wireless networks. The methods employed to stop the
different forms of attacks contribute to an increase in both time and expense of visiting
physical banks. Fingerprints may be quickly and inexpensively be duplicated utilizing
silicon artificial fingerprints to avoid detection methods in fingerprint systems. A
paradigm for evaluating aspects impacting user interaction with touch interactions on

mobile devices was presented by (Ellavarason, Guest, & Deravi, 2018).

Customers are occasionally warned by banks not to divulge one-time passwords to third
parties, including bank staff or to click on phishing links from con artists. In this context,
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it is advised that organizations should be able to recognize and block fake links that are
shown as advertisements, particularly on social media. Additionally, users need to be

wary of social engineering attacks (Yildirim & Varol, 2019).

Currently, mobile banking applications use username and password security mechanisms,
which are easily accessed by simple guesswork and password hacking. Combining user
identity, password and fingerprint recognition system are some of the techniques which
can significantly help to decrease potential security risks. The security and privacy

features for mobile banking need to be improved (Sharma & Mathuria, 2018).

Putra, Sadikin, and Windarta (2017) created a secure online banking paradigm for
protecting information sent between communicating parties, particularly as part of
authentication process. The schema supports many layers of authentication. It starts with
pair-based text authentication which entails adopting key pairs in every set and
interchanging verification data with the server before administration login details are
input. An OTP is processed by a contactless smart card after being sent to the recipient
through SMS. However, this design is susceptible to security issues, such as when the

user misplaces or has their phone stolen.

Majority of the mobile banking applications that were examined in 2016 had flaws, with
access to private customer data being the greatest danger. In 2017, fraud, identity theft,
and access to consumer banking data were all factors that affected mobile banking
applications. Banks should focus more on a suitable architecture, thorough articulation of

technology requirements, and secure development in order to prevent these dangers.
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Consequently, testing of applications and security measures is required (Positive

Technologies, 2018).

A mechanism for protecting mobile banking applications from MITM attacks was put
forth by Luvanda (2014). In his study, majority of mobile applications were found to be
exposed to MITM assaults because of poor administration of TLS conventions and poor
blueprints of programming outlook and utilization of code libraries. The study found
implementing public key cryptography and protocol encryption are the best available
defense techniques against MITM attacks. The study points out that asymmetric
cryptographic schemes singly are open to MITM assaults. Banks should conduct
penetration testing in software design to uncover existing and new flaws for examination
and improvement (Blyskal, 2015). Furthermore, mobile banking applications should
incorporate and employ biometric systems like fingerprint reading, administration of
hybrid cryptosystems that incorporate more than one algorithm to add additional layer of

safety to stop assaults on mobile banking.

DosS attacks utilize potential weaknesses and defects in the application layer conventions
(Singh, Singh, & Kumar, 2018). The flaws emanate because of insufficient effort on the
part of designers and developers to create secure protocols. Functionality is sometimes
given more weight than security when designing protocols (Tripathi & Hubballi, 2018).
As a result, there is a significant attack surface left behind, which adversaries might take
advantage of to execute application layer DoS operations. These attacks use very few
resources to depose a system by significant computational power and network capacity.
Application layer DoS attacks mostly affect client-side services (Gonzalez, Antoine

Gosselin-Lavigne, Stakhanova, & Ghorbani, 2015).
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Numerous steganographic approaches have been combined with a variety of algorithms,
including AES cryptographic scheme, and random key generation. According to recent
studies, combining both strategies can result in a framework that is more reliable, and
robust than when individual algorithms or authentication are utilized solely (Taba,

Rahim, Lasta, Hashim, & Alzuabidi, 2019).

A technique that merges DNA sequence and hyperelliptic curve cryptography was
proposed by (Vijayakumar, Vijayalakshmi, & Zayaraz, 2016). From the sender's point of
view, this algorithm is divided into three stages. Firstly,the cover photo and secret
message's pixel values must be converted into matching DNA triplet values using
characters. Secodnly, those triplet values must then be converted into binary values. The
last step is to construct the stego photos by applying XOR login to the binary values of

the cover and secret images.

To protect confidential information during transmission, encryption system and
steganographic algorithm was suggested by Karthikeyan, Kosaraju and Gupta (2016).
According to this method, confidential information would be encrypted using AES-128
key encryption technique before being encoded into a Quick Response (QR) code. The
encrypted message is then translated from its UTF-8 format into base 64 in order to make
sure it can be processed further. The secret information is then safely conveyed via an
appropriate carrier that conceals the scrambled QR code. In order to achieve digital image
steganography, LSB approach was used. The confidential information is recovered from

the courier through a decipher procedure when the receiver receives the message.
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A technique that performs a gray-level adjustment for true color photos and relies on
secret key cryptography and image transposition was proposed by (Muhammad, Ahmad,
Sajjad, & Zubair, 2015). Here, confidential information and secret key are first encrypted
utilizing a variety of encryption algorithms prior to being included in a cover picture.
Prior to embedding, the supplied picture should be modified. The suggested solution uses
picture interchange, bit-XOR, restructuring bits, stego key-based encryption and grey-
level adjustment to provide five degrees of protection. Because of this, data recovery is a

challenging task for attackers.

An information-hiding system combining LSB steganography and RSA cryptography
was proposed by Shailender, Ankur, and Bharat (2012) and tested using MATLAB 7.01.
The LSB's lower efficiency is the system's weak point. Secret audio and image files were
concealed using a steganography system by (Kolla, 2019) using LSB. The hashing
algorithms used were Message Digest version 2 (MD2), MD4 and MD5 and the file
formats were BMP for graphics and WAV for audio files. The encryption algorithms

utilized were DES and RC2.

Adebayo, Ganiyu, Osang, Ajiboye, Olamilekan and Abdulazeez (2022) presented a
solution for data privacy employing cryptography and steganography. To increase
security and preserve data privacy, the Most Significant Bit (MSB) steganography
technique was utilized. Python was used as the programming language to implement the

system.

Steganography and cryptography were compared in a study by (Almuhammadi & Al-

Shaaby, 2017). They examined different strategies for combining cryptography and
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steganographic techniques into one system. They also classify and compare these
methods according to the steganographic approach, the file type utilized as a cover image
and the encryption algorithms used. They concluded that techniques starting with
cryptography are more common than those starting with steganography and provide
better security with less exposure to encrypted data. The availability of additional

capacity for less secret information was the only benefit of steganographic methods.

From the summary of research gaps, most studies concentrated on building secure
systems that utilized user IDs and passwords, OTPs, various forms of authentication,
various symmetric and asymmetric algorithms, steganography and a combination of
cryptography and steganography. Surprisingly, most of these studies developed security

frameworks for different systems other than mobile banking applications.

Three symmetric encryption algorithms: AES, Blowfish and Twofish were considered.
Blowfish was found to have weak key and second order differential attacks. While
Twofish was considered more secure than Blowfish, its major disadvantage was
susceptibility to truncated differential attacks. Finally, AES is adaptable to various key
lengths and provides flexible security, making it widely employed method for
safeguarding sensitive information in digital communication. However, its major
drawback is that it is susceptible to side channel attacks and known plaintext attacks

(Shallal & Bokhari, 2016).

Similarly, three asymmetric encryption algorithms: RSA, ECC and DSA were considered
and assessed their strengths and weaknesses. Despite being a reliable encryption method

for many years, RSA can occasionally lose its effectiveness, especially when handling
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larger files or applications with limited processing power. The computational cost of
RSA increases with data size, influencing the length of time needed for encryption and

decryption (Boussif, 2022).

However, ECC can achieve the same level of security with lower key lengths, and thus a
viable substitute that can improve performance and reduce computational overhead
particularly in settings where resources are limited. For key exchange and digital
signatures, ECC is more efficient than RSA since it provides the same level of security
with much smaller key sizes (Mhato & Yadav, 2017). However, ECC is susceptible to
side channel attacks, power analysis attacks, electromagnetic analysis attacks, error

message attacks, fault analysis and timing attacks.

Lastly, DSA offers crucial services including confidentiality, authentication, non-
repudiation and data integrity. It should be noted that DSA does not use a private key to
encrypt or a public key to decrypt message digests. Instead, it creates a digital signature
consisting of two 160-bit values using scientific abilities (Technopedia, 2013). However,
DSA are susceptible to key-only attacks, known-message attacks, chosen-message

attacks and forgeries.

When comparing cryptographic encryption algorithms with steganographic algorithms,
we find that cryptographic encryptions algorithms are classified into two categories
depending on the number of keys they operate on the plaintext. They are symmetric and
asymmetric encryption algorithms. Some of the symmetric encryption algorithms
discussed in this study were AES, Blowfish and Twofish. Asymmetric encryption

algorithms were RSA, ECC and DSA.
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Steganographic algorithms, on the other hand, fall into two categories. Hex symbol
method (uses hex code) and traditional methods (uses binary code). Conventional
techniques use networks, text, images, audio and video as cover media. However,
compared to old approaches, the Hex symbol method is more reliable, offers a greater

level of protection and can embed more information.

Steganography provides authentication, confidentiality and identification security
services, whereas cryptography provides non-repudiation, authentication, data integrity,
confidentiality and identification security services. These differences can be seen when
comparing steganography and cryptographic encryption algorithms. Furthermore, while
cryptographic encryption techniques are wvulnerable to cryptanalysis assaults,

steganographic algorithms are subject to steganalysis attacks.
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Table 2.13

Techniques used to Secure User Data on Transit in Mobile Banking

Author Technique Drawback Comment
Akinyede & Esese (2017) SHA-512 System not immune to future suggested a safe mobile electronic banking
AES security threats and attacks system that uses OTP for authentication,
OTP SHA-512 for encryption and decryption,

and AES

Vincent,Okediran, Abayomi- ECC Phone data are not encrypted directly Key size, security strength, computing

Ali, & Adeniran (2020) on the mobile phone, but on the power, memory capacity, encryption and

payment gateway decryption time, and mobile phone battery
life were all taken into consideration when
evaluating the suggested technique. The
outcome demonstrates that the plan offers
privacy, secrecy, and integrity.

Sankpal, Rathod, Kodre, LDEA encryption of this protocol is limited The suggested solution used virtualization

Sayyed & Sayta (2017) AES & to a static location and cannot be to create and implement a location-based

Haversine used in dynamic location algorithm that only decrypts the ciphertext
in a designated area.

Sodhi & Gaba (2018) SHA-160 Susceptible to collision attacks The suggested system demonstrated how
effective the SHA-160 approach was in
terms of throughput and randomization.

Nwoye (2015) RSA cryptosystem  Slow, more Central Processing Unit In order to solve the security and privacy

time and battery power, data
compromised by man-in-the-middle

concerns with credit card information in e-
commerce transactions, the suggested
system integrated an RSA e-commerce
security system (RSA-ESS). In order to
safeguard payment information and
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Zay (2019)

Joshi (2018)

Khelifi et al., (2013)
Source
encryption
algorithm

Kumar (2015) DSA

Chauhan, Jyotsna, Kumar, & LSB
Doegar, (2017).

Steganography

RSA Cryptosystem

AES using Open-

Key

The proposed system can be used
only for the security and privacy of
payment information

Once detected the message is known

Open source exposes the source code
to examination by everyone, both the
attackers and defenders

Since anyone with access to a private
key can use it to transmit messages
signed to public key holders, losing
one could have major repercussions.
The recipients will believe that the
communication originated from the
actual private key holder since the
public key will accept these
messages as authentic.

Variable block size data encryption

complete an e-commerce transaction
quickly enough, this system uses RSA.
This method bypasses the online merchant
and sends a customer's financial data, like
as credit or debit card information, directly
to a payment gateway, also known as TTP.
suggested a method for concealing text
within a picture. The technique offers a
more secure methodology and is resistant
to authentication assaults.

suggested a brand-new, open-source, AES-
based symmetric key encryption method.
By accelerating the processing of the
method, it resolves the computational
overhead problem and enhances the
security of e-banking services.

DSA does not provide secrecy of data. To
provide secrecy, other methods such as
encryption and decryption should be used

Efficiency can be increased
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Table 2.13 is a summary of the different cryptosystems developed for different
applications. It demonstrates different authors and particular years that the cryptosystems
were developed, and a comment on each of the cryptosystems. The comment section

discusses on the proposals made and the achievement made so far from the cryptosystem.

The drawback section highlighted known weaknesses of the proposed cryptosystems. It can
be noted from the table that some of the cryptosystems developed were implemented on a
single cryptosystem such as DSA, LSB, AES, RSA, SHA-160 and ECC. However, other
authors developed cryptosystems that combine more than two algorithms to enhance data
security. They include a combination of SHA-512, AES and OTP, and a combination of
LDEA, AES and Haversine algorithms. Table 2.13 also demonstrates that most of the
cryptosystems highlighted on different application areas. Other cryptosystems focused on
electronic banking systems. Therefore, this study found an existing gap and focused to
develop a secure and robust cryptosystem by combing AES and LSB algorithms for mobile

banking applications.
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CHAPTER THREE

RESEARCH METHODOLOGY

3.1 Overview

In this chapter, the following are presented and discussed; the research philosophy and
designing, sampling techniques and dataset used, the proposed hybrid algorithm for
protection of data on transit in mobile banking applications, and the results of the study.

The ethical considerations during the study are also discussed.

3.2 Research Philosophy

Positivist methodology was used in this study. Positivism is compatible with the deductive
logical reasoning processes used in the natural sciences in which a conclusion is arrived at
from multiple premises that are generally assumed to be true. Positivism relies on research
evidence that can be independently verified and that is gathered in an impartial manner in
order to produce objective findings and develop general scientific rules (Zekauskas,

Vveinhardt, & Andriukaitiene, 2017).

Positivism was used in this study because it deals with contemporary phenomenon within a
real-life context that is problems affecting the society and seeks practical solutions towards
those problems. Therefore, positivism sought to respond to the problem of user data on
transit in mobile banking applications which is apparently susceptible to security threats
and propose a hybrid algorithm that is robust against weaknesses inherent in mobile

banking applications.
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3.3 Research Design

The broad framework of research design defines the overall strategy for carrying out
research work. It specifies goals, data collection and analysis techniques, results, and
conclusions. This study utilized both descriptive research design and Data Science (DS).
One method for precisely describing an existing occurrence is descriptive study. As a
result, this approach was used to evaluate how well mobile banking apps that let users
access banking services from a distance operate, evaluate security risks that could
compromise user data while it's in transit, and evaluate methods for protecting user data

while it's in transit within mobile banking apps.

DS was also adopted. It is used to improve the execution of system design and its outcomes
as an IT artifact (Dresch, Lacerda, & Antunes, 2015). DS enable researchers to expand
their method library by including a solution-based methodology. Theorizing and theory
building take place prior to, throughout, after, and as a result of Design Science
Methodology (DSR). The general goal of DSR is to generate insights on how to develop
new solutions that effectively tackle pressing problems (Kruse, Seidel, & Purao, 2016). In
its most basic form, this is a problem-solving methodology used in the development,
design, and construction of application systems (Geerts, 2011). In this study DSR was used
to develop and evaluate the proposed hybrid algorithm in this thesis. DS is thus used when
coming up with artifacts such as algorithms, interfaces and system design approaches

(Peffers, Tuunanen, Gengler, Rossi, Hui, Virtanen, & Bragge, 2020).

On the other hand, desktop research was used to gather secondary data, which came from

peer reviewed and refereed academic publications including books, conference proceedings
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and journal articles. Publications were collected from numerous academic research
databases, including Association for Computing Machinery (ACM), Emerald Insight,

IEEE, Springer and Google Scholar.

3.4 Sampling and Sampling Techniques

Sampling is an approach of selecting a suitable sample or a representative portion of a
population with the intention of identifying the parameters or traits of the entire population.
A sampling procedure is the process of choosing representative elements from a population

(Sharma, 2023).

This study utilized purposive sampling. Critical case sampling was utilized to select six
color pictures from USCI-SIPI database for test simulations. Critical case sampling permits
logical generalization and maximum application of information to other cases. The six
pictures were chosen because of the following reasons; firstly, fewer images reduce the risk
of detection. This is because it becomes harder for steganalysis tools to identify patterns or
anomalies that indicate hidden data. Secondly, the six images were chosen for quality
preservation. Altering a large number of images can degrade their quality and thus making
the changes more noticeable. Thirdly, managing and processing a smaller number of
images is more efficient in terms of computational resources and time. This is particularly
important for real-time applications where speed is crucial. Lastly fewer images mean
fewer point of failure. This implies that if one image is compromised, the entire hidden

message is not exposed. This adds an extra layer of security to the steganographic process.

Therefore, critical case sampling involves identifying and selectively choosing specific

samples. Data is collected from these samples, and the findings are then generalized to
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other samples that share similar characteristics (Nyimbili & Nyimbili, 2024). The dataset

from which six color pictures were selected is described in the next section.

3.4.1 Dataset

USC-SIPI image dataset was utilized for image processing. USC-SIPI image database is a
collection of digitized images containing 306 photos in four volumes. The collection was
obtained from SIPI Image Database — Miscellaneous (usc.edu)*. USC-SIPI image dataset is
a well-known benchmark sample created by the University of Southern California’s Signal
and Image Processing Institute (USC-SIPI Image Database, 2023). USC-SIPI dataset is
used for quality analysis of images in steganography (Das, 2022). Furthermore, USC-SIPI
database has been used in digital image steganography for theoretical foundation and image

processing (Panwar, Damani, & Kumar, 2018).

Six color pictures were selected from USC-SIPI dataset namely airplane, female, house,
couple, peppers, and sailboat. These images were selected because they are currently stored
in Tagged Image File Format (TIFF). TIFF allows for lossless compression (Unit 4 Lab 4,
2023) as well as high-quality images with large image size which is good for data hiding
(Majjed, 2023). These images were selected from the dataset to evaluate image quality

during simulation tests. Images used for test simulations are shown in Figure 3.1.

The Red Green Blue (RGB) color Model was used in this study. RGB cover images were

used because color images have large space for hiding information than grey images.

! https://sipi.usc.edu/database/
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Moreover, color pictures make hardly noticeable changes to the RGB color model.

(Ayyoub, Nader, & Al-Qadi, 2019).

Figure 3.1

Images Utilized for Simulations (USC-SIPI Image Database, 2023).

Figure 3.1 illustrates pictures utilized for test simulations. The most common hue models
are RGB, Cyan, Magenta, Yellow, and Black (CMYK), Luminance Component, Chroma
blue and Chroma, red (YCbCr), which are derived from RGB colour space that represents
colours the way the human eyes perceive and interpret colours (Muhammad, Ahmad,
Farman, & Zubair, 2014).
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3.5 LSB Algorithm

LSB is a well-known steganography technique used to embed secret messages within a
cover image (Yigit & Karabatak, 2019; Gutub & Al-Shaarani, 2020). This technique
includes two sub-methods: the insertion-based method and the substitution-based method
(Arora, Singh, Thakral, & Jarwal, 2016). The insertion-based method embeds secret data
by increasing the size of the image, while the substitution-based method replaces the
image's bits with secret data without altering the image size (Molato & Gerardo, 2018).
This study adopted LSB substitution method because it is easy to implement with minimal
impact on image quality as changes made to LSB are imperceptible to the human eye.
Moreover, LSB allows for a relatively high amount of data to be embedded within an

image.

3.5.1 Embedding Algorithm

This algorithm illustrates a step-by-step on how a secret message is embedded into a cover

picture to produce a stego-picture. The stego-picture can then be sent to a recipient.

Table 3.1

Embedding Algorithm (Aye, 2018).

Embedding Algorithm

Step 1  Open the cover photo and private message.
Step 2  Use the AES technique to encrypt the secret message.
Step 3  Transform the message into binary code.
Step 4  Start the sequential encoding process to recognize the cover picture's pixels.
Step 5 Sequentially positioned pixels' LSB will change based on message bit values.
Step 6 The altered pixel value is returned to its original location.

The LSBs of the image pixels are changed based on the message data size.
Step 7  Save the stego-picture, then send it.
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It starts with loading a cover picture into a system followed by uploading a secret message.
The message is then encrypted using AES algorithm and converted into its binary bits.
Sequential encoding is initialized and the message bits are substituted into the image pixels.
The image is finally saved as a stego-image and sent to the recipient. Figure 3.2 illustrates

LSB embedding process.

Figure 3.2

LSB Embedding Process

Cover Picture Secret Data
y y
Convert Pixels to Binary Convert Data to Binary
A 4
LSB Encode »| Convert Binary to Pixels »| Stego Picture

Figure 3.1 illustrates the embedding process. It involves uploading cover picture onto the
system and uploading secret data. The, apply LSB encoding. The outcome of this process is

a stego picture that contains hidden secret data.

3.5.2 Decoding Algorithm

Decoding algorithm provides a step-by-step process which is used to retrieve encrypted
secret message hidden in the stego-picture. Table 3.2 illustrates the process of retrieving

hidden message from a stego-picture.
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Table 3.2

Decoding Algorithm (Aye, 2018).

Decoding Steps

Step 1 Open the stego-picture file.

Step 2 Read the LSB of every recognized pixel in the stego-picture.

Step 3 Apply AES decryption algorithm

Step 4 To extract the message from the stego-picture, use sequential decoding.

This process is used to load the stego-picture, followed by reading LSB of each pixel, after
which AES decryption algorithm is applied. Sequential decoding is initiated in order to

regain the secret message from the stego-picture.
Figure 3.3

LSB Encoding Process

A 4

LSB Decoder

\ 4

Stego-Picture

Convert Pixels to Binary

\ 4

Change Binary to Pixel Values

Convert Binary to Secret Data

A
A\ 4

\ 4

A

Cover Picture Secret Data

Figure 3.2 illustrates the decoding process in which a stego-picture is input into the system.
Then pixel values of stego-picture are converted to binary representation. When LSB

decoding is applied, secret data is retrieved.

In the proposed algorithm, in section 3.6, six cover pictures were used to conceal encrypted

secret messages onto cover picture pixel values using LSB substitution technique. It
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involves repeatedly iterating through an image's pixels and substituting secret message
binary digits with LSB values of picture pixels (Astuti, Setiadi, Rachmawato, & Sari,
2018). The basic notion underlying this technique can be demonstrated using the hidden
letter "S," which has the ASCII code 83 and the binary value 1010011. The LSB picture
elements contain binary bits encoded within it. Consider the following example in Table

3.3.

Table 3.3

Image Pixel Values Prior to Substitution of Message Binary Digits (Astuti, Setiadi,
Rachmawato, & Sari, 2018).

10001101 01001110 00001110
01010101 11010100 11011011
11101001 11110111 10000000

Image pixels are represented in binary form in Figure 3.3. Figure 3.4 demonstrates how

binary digits 1010011 of letter S are substituted in the binary digits of a picture element.
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Figure 3.4

Letter S Binary Digits Substituted in an Image Pixel (Astuti, Setiadi, Rachmawato, & Sari,
2018).

01001110
00001110
10001101 <—
11010100 11011011  «—
01010101
11110111 | =
10000000
11101001 B
o 1 1 1 o o 1 1

The letter S is seen in Figure 3.4 with binary digits1010011 replaced on the picture
elements’ binary digits. The new picture pixels occur when all elements of S have been
consecutively substituted on the picture pixels as shown in Figure 3.5. Be aware that the
picture pixels stay intact when value 1 of a message is swapped for picture pixel with value
1. The same is true when a zero is replaced with a zero of the picture pixel value. The
picture pixel LSB, however, transforms to 1 the message binary value of 1 is replaced with
picture pixel with value 0, and vice versa. After replacing letter S binary values with

picture pixel values, the new modified picture pixel values are demonstrated in Figure 3.5
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Figure 3.5

Changed Image Pixel Values after LSB Substitution (Astuti, Setiadi, Rachmawato, & Sari,
2018).

10001100 01001111 00001111

01010101 11010100 11011010

11101001 11110111 10000001

The appearance of the original picture is unaffected by changing the picture pixel values,
hence the resultant picture resembles the cover picture almost exactly. Even though the
binary form of the alphabet S replaced into the first 7 bytes of the picture pixels, only the
emphasized values were altered. Every basic color has 256 possible shades, so altering the
LSB of a pixel only slightly alters the intensity of the colors. The message is effectively
hidden by these progressions since they are invisible to the naked eye (Farham & Alwan,

2018).

By utilizing LSB substitution steganography approach, the LSB image pixel values are
replaced by message values to produce a new image with invincible message that cannot be
easily conceived by human vision mechanism. The new image is saved and forwarded to a
recipient via internet medium. LSB has been used successfully to improve payload

capacity, security, and integrity tests (Mustafa & Wisam, 2018).
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3.6 AES Algorithm

AES is one of the most widely used symmetric encryption algorithms. Each round of the
encryption process includes four operations: SubBytes, ShiftRows, MixColumns, and
AddRoundKey (James, Kumar, & Scholar, 2016; Awad, 2018). The algorithm supports key
lengths of 128, 192, and 256 bits, and the number of rounds varies accordingly: 10, 12, and

14 (James, Kumar, & Scholar, 2016; Arya, 2016; Kak, 2019).

Each round of AES involves four operations and is repetitive in nature. The output from the
first round serves as the input for the second round, with the process repeating with a new
set of keys for each round. This continues until the final round, which omits the
MixColumns operation. The state array produced in the last round becomes the ciphertext

ready for transmission.

AES employs four stages for encrypting and decrypting messages: SubBytes, ShiftRows,
MixColumns, and AddRoundKey. Among these stages, ShiftRows contributes the least to
the security of AES, as it involves a straightforward, linear operation (James, Kumar, &
Scholar, 2016; Kak, 2019). Consequently, this study aims to propose a more secure
technique by modifying the ShiftRows step of AES. AES is widely used for information
and data security within symmetric ciphers. In AES, each round of the encryption process
involves four operations: SubBytes, ShiftRows, MixColumns, and AddRoundKey
(Chowdhury, Mahmud, Kamal, Hamid, & Member, 2018; Verma, Kaur, & Tech, 2016).

Figure 3.6 illustrates AES encryption algorithm diagram.
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Figure 3.6

AES Encryption Block Diagram (Rajaiah, Basha, Hidayathulla, Reddy, Kusuma, &
Ahmmad, 2023).

Plaintext
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3.6.1 AES Encryption

All operations in AES are byte-oriented. A 128-bit plaintext is organized into a 4x4 matrix
consisting of 16 bytes. The primary steps in AES encryption are SubBytes, ShiftRows,

MixColumns, and AddRoundKey (Deshmukh, 2016):

i.  Inthe Sub Bytes Transformation, or SubBytes, is a stage in which every byte of the
encrypted text is changed using a common lookup table known as the S-box. The S-
box uses a byte's initial hexadecimal value to find the row index and its second
hexadecimal value to finds the column index.
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In the ShiftRows transformation, the rows of the matrix are circularly shifted to the
left. Row O remains unchanged, Row 1 is shifted left by 1 byte, Row 2 is shifted left
by 2 bytes, and Row 3 is shifted left by 3 bytes.

In the MixColumns transformation, each column of the matrix is multiplied by a
corresponding column of a predefined matrix.

In the AddRoundKey step, the resulting matrix is XORed with the expanded key

produced from the initial key.

3.6.2 AES Decryption

Decryption is the reverse of encryption, where the ciphertext is converted back to plaintext.

This process involves the inverse operations of SubBytes, MixColumns, and ShiftRows, as

well as the use of the inverse S-box.

Inverse SubBytes Transformation involves substituting each byte in the matrix
using inverse S-box table to obtain a new matrix.

Inverse ShiftRows Transformation involves circularly shifting each row of the
matrix to the right.

Inverse MixColumns Transformation is the reverse of the MixColumns
transformation.

Inverse AddRoundKey Transformation involves selecting the round keys in reverse

order and XORing them with the state matrix.
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The security properties of the AES encryption technique and the LSB substitution
algorithm were merged in the suggested hybrid algorithm. An essential security feature
made possible by the LSB replacement approach is the ability to conceal a secret message
on a cover image in order to prevent detection of its presence. However, the AES method
added a crucial security element by encrypting a secret message to prevent enemies from
decrypting it. Consequently, an extra degree of security was offered by combining the two

techniques.

3.7 Performance Analysis of the Proposed LSB-AES Hybrid Algorithm

The complexity of the proposed LSB-AES hybrid algorithm was analysed in terms of time
and space complexity. Time complexity is the amount of time it takes to embed secret data
into the cover image while space complexity is the amount of memory required during the
embedding process including the memory required to store the cover image and secret data

(Alanzy, Alomrani, Algarni, & Almutairi, 2023).

The time complexity for embedding data using LSB steganography is (O(n)), where (n) is
the number of pixels in the image and O stands for “order of” in Big O notation to describe
the upper bound of an algorithm’s time and space complexity. The dimensions of the six
images that were utilized for simulation tests were: airplane, peppers and sailboat with 515
by 512 has 262,144 pixels while female, house and couple with 256 by 256 has 65,536
pixels. Large number of pixels allows for a significant amount of data to be hidden and
increases imperceptibility. Similarly, the time complexity for extracting data from the

stego-image is (O(n)), as each pixel needs to be checked to retrieve the hidden data.
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The space complexity for AES encryption is (O(n)) because it uses a fixed amount of
memory for the key and state arrays regardless of the input size. The proposed LSB-AES
algorithm’s space complexity remains O(n)), as both LSB steganography and AES
encryption do not require additional space proportional to the input size. Thus LSB-AES
hybrid algorithm has a time complexity of (O (k\ cdot n)) and space complexity of (O(n))
which makes it efficient in terms of space but dependent on the size of the unput data for
time complexity where K is a constant and in the case of AES encryption it is the number of
rounds which is typically 10, 12 or 14 rounds depending of the key size (Alanzy, Alomrani,

Algarni, & Almutairi, 2023; Roy & Islam, 2022; Tiwari & Gangurde, 2020).

Performance analysis of the proposed LSB-AES hybrid algorithm involved evaluating
security using PSNR, MSE, entropy and robustness and resilience using attack resistance to
MITM. Higher PSNR values indicates better quality of the stego-image, meaning that the
changes introduced by embedding secret data are less noticeable while lower PSNR values
indicate more noticeable distortion which makes the stego-image easier to detect. PSNR
values above 40 dB are excellent (Setiadi, 2021). PSNR from the images of the proposed
LSB-AES hybrid algorithm were between 80.65 to 87.14 dB inferring that the images were

of good quality and surpassed the minimum threshold of 40 dB.

Higher MSE values indicates more significant differences between the original and stego
images, suggesting that the embedding process has introduced noticeable changes while
low MSE values indicates that the stego-image is similar to the original image, meaning
that the embedding process has introduced minimal distortion. The values of the images

used in the proposed LSB-AES hybrid algorithm ranged from 0.0001297 to 0.0005646.
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These results infer that the embedding process introduced minimal distortion to the stego-

images.

Entropy is used to evaluate the security and quality of the stego image. Higher entropy
values indicate better security and less detectable hidden data (Kumar, Pathak & Badal,
2022). For an image to be secure and detectable, entropy should be close to 8 (Hari,
Moses, Syaiful, & Atika, 2017). Entropy values from the images used in the proposed
hybrid algorithm were between 6.295 to 7.67. These values indicate better security and the

embedded data was less detectable.

Histogram analysis was used as a tool for detecting hidden data in an image. It involves
comparing histograms of the cover image and the stego-image to detect anomalies that may
indicate the presence of hidden data. Robustness and resilience of the proposed LSB-AES
algorithm tested the algorithm’s resistance to MITM attacks. Simulation experiment
conducted six images revealed that the histograms of the cover and stego images were
identical and therefore less suspicious to MITM attacks. Finally, a combination of LSB and
AES enhances security by encrypting data before embedding it. This makes it difficult for
MITM to decrypt embedded messages from the stego an image since a decryption key is

required (Talasila, Vijaya, Vijaya, Nainika, Veda, & Mohan, 2024).

3.8 Simulation Tests Setup

From the USC-SIPI dataset, six color images, airplane, female, house, couple, peppers, and
sailboat were chosen as cover images. The pixels of the airplane, peppers, and sailboat

were 512 by 512, whereas the pixels of the female, house, and couple were 256 by 256.
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These images were selected for simulation tests from the dataset to assess the quality of

image analysis.

Modern steganographic systems are shown to use at least two cover images for test
simulations and a minimum of ten for main images (Zhang & Zhao, 2013; Alabaichi, Ali,
Al-Dabbas, & Salih, 2020). For this reason, six cover images in 24-bit with TIFF format
were used in this investigation. This format was selected because, once messages are
embedded, TIFF format images remain identical to the original cover images. Furthermore,

TIFF format files are lossless for archiving (Chikouche & Chikouche, 2017).

Test one simulation utilized an OTP in which six characters were encrypted and embedded
in airplane cover image to yield a stego image. In test simulation two, a password with
twenty-nine characters was encrypted and embedded into female cover picture and finally
in simulation test three, a sixteen-character credit card number was encrypted and
embedded into peppers cover image to produce a stego picture. Simulation tests comprised
of two main interfaces; encryption and embedding component and decryption and decoding

component. A third interface was used for evaluation metrics of the proposed algorithm.

3.8.1 Encryption and Embedding Interface

This component comprises four tabs which are; fetch picture, fetch data, encrypt, encode
and an interface. The interface contains User Interface Axes (UIAXes) which are used to
create axes for plots within applications. They are useful when developing Graphical User
Interface (GUIs) with App designer in MATLAB. UIAXes were used to display the cover

and stego-picture as displayed in Figure 3.7.
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Figure 3.7

Encryption and Embedding System (Researcher, 2023).

ENCRYPTION AND EMBEDDING SYSTEM DECRYPTION AND DECODING SYSTEM EVALUATION METRICS ! >
1. Fetch Picture Cover Picture Stego Picture

2. Fetch Data

3. Encrypt
1

4. Encode

<.| Encode Window — =

Enter 1 for Sequential Encoding

1|

The fetch picture tab is utilized for uploading cover pictures into the system. The fetch data
tab is used for uploading data for encryption. The encrypt tab was used to apply AES
encryption on the uploaded data and finally encode tab was utilized to sequentially insert

encrypted data onto the cover picture to yield a stego picture.

3.8.2 Decryption and Decoding Interface

Decryption and decoding component comprise of three tabs; fetch stego picture, decrypt,
decode and additional two UIAXes where cover picture and stego picture is displayed.
Additionally, this component contained a text edit field where retrieved secret data is

displayed after the decryption and decoding process.
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Figure 3.8
Decryption and Decoding System (Researcher, 2023).

ENCRYPTION AND EMBEDDING SYSTEM DECRYPTION AND DECODING SYSTEM EVALUATION METRICS ! >

L. Fetch Stego Picture Stego Picture
- i S
2. Decrypt
Plaintext
3. Decode
198023
4| Decode Wind... - X

Enter 1 for Sequential Decoding

1

The fetch stego picture tab is used to upload stego pictures which contain encrypted and
embedded confidential data. The AES decryption algorithm key was applied using the
decrypt tab to reorganize the ciphertext data and the embedded information from the Stego
picture was successively retrieved using the decode tab. The component for decryption and

decoding is shown in Figure 3.8.

3.9 Results Analysis and Presentation

This study used two approaches to analyze and present findings. To assess the performance
of mobile banking applications, threats in mobile banking applications, and state-of-the-art
techniques for safeguarding user data in mobile banking, content review was utilized. The
results of gap analysis were presented objective wise to determine opportunities for further

inquiry.
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3.10 Evaluation of the Proposed LSB-AES Hybrid Algorithm

Analysis of the proposed algorithm was done using visual analysis, entropy analysis, and
statistical analysis. The effectiveness of a technique is demonstrated by the results of the
analyzed scheme using various methods when their values fall within anticipated threshold.
Results from the three analyses were displayed in tables and figures. The following

subsection reports on how the proposed LSB-AES hybrid algorithm was evaluated.

3.10.1 Visual Quality Analysis

Hiding information inside an image’s pixels is a steganographic technique which modifies
an image’s appearance such that the changes made to a picture should not be visible to
adversaries. The strength of the image quality can be verified using a variety of common
evaluation techniques, such as Mean Squared Error (MSE), Peak Signal-to-Noise Ratio
(PSNR), Structural Similarity Index (SSI) and Normalized Absolute Error (NAE) (Jan,

Parah, Hussan, & Malik, 2022).

MSE and PSNR were chosen for the study because they are the best metrics that can be
utilized for secret writing, encipherment, data interpretation, and determination (El-Abbadi,
Al-Zubaidi, & Razzaqg, 2020). Additionally, these two metrics were used because they were
crucial components in the proposed algorithms’ analysis and evaluation. Results from the

metrics were displayed in figures and tables.

3.10.1.1 Mean Squared Error

The average squared error between two images is measured by Mean Squared Error
(MSE). The dissimilarity between the original and modified pictures is linked by their
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averaged squared value. It therefore expresses the mean flaw between original and stego

picture (GU, He, Liu, & Ye, 2021). (3.1) demonstrates how MSE is calculated.

MSE:ZM'NDl(m'n)_IZ(m'n)]Z 51)
M x N

The letters M and N stands for measurements of two images and |1 and |2 is the cover and
stego pictures respectively. MSE is a full reference metric in which values closer to zero
are better (Sara, Akter, & Uddin, 2019). Results from the proposed algorithm yielded low
MSE values ranging from 0.0001297 to 0.0005646. These results infer that an adversary

cannot be able to distinguish between a cover picture and a stego picture.
3.10.1.2 Peak Signal-to-Noise Ratio

PSNR measures the ratio of a signal's maximum potential power to the corrupting noise
that degrades the quality of the image that is displayed. The greatest image quality is
indicated by PSNR values of more than 40 decibels (dB) (Lakshmi, Srinives, Kumar, &
Chandra, 2016). According to (Sukumar, Subramaniyaswamy, Vijayakumar, & Ravi,
2020), the PSNR value should be greater than 39 (dB) for improved image quality. (3.2)

demonstrates how PSNR is calculated.

R2
PSNR =10Lo e 3.2
NES ’

Where R? is highest number of pixels and MSE is the mean squared error of cover and

stego image. Results from the proposed algorithm yielded higher PSNR values ranging
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from 80.65 to 87.14 dB. These results infer higher PSNR values indicate reconstructed

stego picture had high standards.
3.10.1.3 Entropy Analysis

In this study, entropy was used to determine how secure the proposed algorithm was. An
image's entropy can be used as a statistic to quantify its information content. Finding the
average bit count required to encode message components is useful. Entropy levels ought
to be near the value 8 (Hari, Moses, Syaiful, & Atika, 2017). (3.3) demonstrates how to

calculate entropy.
Entropy =) " =1rLog, () (3.3)

where the likelihood that the data value i will occur, and n is the number of distinct data
values. According to Sneha, Sankar, and Kumar (2020), the optimal entropy value for an 8-
bit system is close to 8, with values outside of this range often falling between 0 and 8.
Results from the developed algorithm yielded entropy values ranging from 6.295 to 7.762.

These values indicate that the proposed algorithm has good entropy capacity.
3.10.2 Statistical Analysis

An image’s resistance to assaults is evaluated using statistical analysis. For determining a
system’s resistance to assaults, statistical tests such as histogram analysis and correlation
coefficient are frequently utilized. Histogram analysis was used to analyze robustness of
the developed algorithm against steganalysis attacks. Furthermore, histogram analysis is
the most widely used technique that evaluates an encrypted pictures’ resistance to attacks

(Jan, Parah, Hussan, & Malik, 2022).
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3.10.2.1 Histograms Analysis

A histogram represents regularity with which a pixel comes about graphically. Alteration
of picture elements is impacted during insertion of secret message on cover picture.
Steganography can be identified using these changes. An element of every one of the RGB
color model describes a pixel and these element values reflect intensities of the RGB pixel
model (Jan, Parah, Hussan, & Malik, 2022). Histograms are used to analyze two pictures
(cover and stego) such that if no discernible change exists in the histogram of the two
different pictures, then adversaries cannot obtain any clue about the data embedded in the

stego-picture.

To prevent statistical attacks, histogram analysis of stego picture should match histogram
of cover picture. An encrypted picture histogram, on the other hand, should be consistent to
demonstrate its unpredictable behavior. The robustness of the encryption technique is
claimed by the uniformity of the histogram among pixels. To guard against statistical
attacks, the histogram of an encrypted picture should be consistent (Jan, Parah, Hussan, &

Malik, 2022).

The histograms generated from the cover and stego pictures are displayed in Table 4.10.
Findings reveal that the cover and stego pictures have little distortion based on the six
simulation experiments. The histograms' RGB color distribution shows that there is no
difference between the images. This indicates that the proposed algorithm is robust against

statistical attacks.
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3.11 Ethical Considerations

Researcher acquired introductory letter from Kisii University, and utilized it to apply for
authority license for research from relevant authorities. As part of desktop research, the
researcher downloaded peer reviewed academic publications including books, conference
proceedings and journal articles. Publications were collected from numerous academic
research databases, including ACM, Emerald, IEEE, Springer and Google Scholar.
Scholarly interests were served by the utilization of these resources, and the research

community will be informed of the study's conclusions.

The USC-SIPI image database's image processing dataset was used in this study which is
accessible and free. The researcher did not violate the database's privacy in any manner by
downloading and using cover images from the collection, hence there was no harm done to
the database. Only for study purposes were the database's photographs used. Finally, the

research community will be given access to simulation test findings for the used images.
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CHAPTER FOUR

IMPLEMENTATION AND RESULTS

4.1 Overview

In this chapter, the following are presented and discussed; development of LSE-AES On-
transit user-data protection algorithm, simulation tests and evaluation of LSB-AES on-
transit user-data protection algorithm. Additionally, simulation tests, performance metrics,

and steganalysis of the developed algorithm have been discussed.

4.2 Development of LSB-AES On-Transit User-Data Protection Algorithm

LSB-AES hybrid algorithm was developed by merging two established algorithms LSB
and AES encryption algorithm. LSB substitution technique contributes a security element
of embedding messages in cover images while AES algorithm encrypts the secret messages
and makes it difficult for adversaries to decode the encrypted message without a decoding

key. It has nine steps as demonstrated in Table 4.1.

Table 4.1

LSB-AES On-Transit User-Data Protection Algorithm (Researcher, 2023)

LSB-AES On-Transit User-Data Protection Algorithm

Step 1:  Read the Input Cover Image

Step 2:  Read the Confidential Information
Step 3:  Apply AES Encryption

Step4:  Apply LSB Encoding

Step5:  Save the Stego-Image

Step 6:  Read the Stego-Image for Decoding
Step 7:  Apply LSB Decoding

Step 8:  Apply AES Decryption

Step 9:  Save or Display the Decrypted Data

121



The LSB-AES on-transit user-data protection algorithm starts with loading the cover image
that is used to hide confidential information. This step is followed by loading data that need
to be hidden in the cover image. For this study, the data that is used is text. AES is then
applied to encrypt confidential data to secure it before embedding. LSB embedding is then
applied to embed encrypted data into the LSB bits of the cover image. This is followed by
saving the image that contains embedded data. The stego-image is read to the system in
order to start the process of extracting hidden data. LSB decoding is applied in order to
extract encrypted data from the LSB of the stego-image. AES decryption is then applied in
order to decrypt extracted data to retrieve the original confidential information. Lastly, the
decrypted data can be saved or displayed as needed. Figure 4.1 demonstrates the steps
involved in embedding and decrypting confidential messages using LSB-AES on-transit

user-data protection algorithm.

Figure 4.1

LSB-AES On-Transit User-Data Protection Algorithm (Researcher, 2023)

Read Cover Image Read Message |— Apply AES Encryption

\ 4

A 4

Apply LSB Encoding

A

Save Stego-Image

A

Read Stego-Image

Apply LSB Decoding

\ 4

\ 4

Display Decrypted Data |« Apply AES Decryption
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Figure 4.1 shows a block diagram of the steps used to develop LSB-AES on-transit user-
data protection algorithm. The algorithm was implemented using MATLAB with three
components. The first component with the title ENCRYPTION AND EMBEDDING
SYSTEM is responsible for fetching cover images, fetching confidential data, applying
encryption key using AES and embedding encrypted data into a cover image using LSB
substitution technique. This component was designed with the following tabs: Fetch
Picture, Fetch Data, Encrypt, and Encode tabs. This system also contains two UIAXes
where the cover and stego pictures are displayed upon provoked by respective callback as
well as an edit textfield where encryption key can be displayed. Figure 4.2 displays

encryption and embedding system.

Figure 4.2

Encryption and Embedding System (Researcher, 2023).

ENCRYPTION AND EMBEDDING SYSTEM DECRYPTION AND DECCDING SYSTEM | EVALUATION METRICS : »

1. Fetch Picture Cover Picture Stego Picture

2. Fetch Data

3. Encrypt
0

4, Encode

The second component with the title DECRYPTION AND DECODING SYSTEM is
responsible for fetching the stego image from the computer, and decrypting ciphertext to

recover plaintext message. This component was designed with the following three tabs in
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mind: Fetch Stego Image, Decrypt and Decode with UIAXes where a stego picture can be

displayed. Figure 4.3 illustrates decryption and decoding system.

Figure 4.3

Decryption and Decoding System (Researcher, 2023).

ENCRYPTION AND EMBEDDING SYSTEM DECRYPTION AND DECODING SYSTEM EVALUATION METRICS ! >
1. Fetch Stego Picture Stego Picture
2. Decrypt
Plaintext
3. Decode

The third component with the title EVALUATION METRICS SYSTEM is responsible for
calculating and displaying MSE, PSNR, Entropy and Histograms upon provoked by the
respective tabs. This section also contains three UIAXes, one for cover picture, the second
for stego picture and the third for histograms. Finally, the component contains three edit
textfields where MSE, PSNR and Entropy can be displayed. Figure 4.4 displays the

evaluation metrics component.
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Figure 4.4

Evaluation Metrics (Researcher, 2023).

< 10OM AND EMBEDDING SYSTEM DECRYPTION AND DECODING SYSTEM EVALUATION METRICS SYSTEM
Cowver Picture Stego Picture
Histogram
MSE a
PSNR o
Entropy o
HISTOGRAM

LSB substitution technique and AES algorithms were utilized in three simulation tests to
hide three different private messages inside three cover images. Three secret message
samples were encrypted and embedded in the stego images in the encryption and
embedding system and later on decrypted to recover plaintext in the decryption and
decoding system. The message samples were: OPT for simulation test 1, password sample

for simulation test 2, and credit card number for simulation test 3.

4.3 Implementation

The developed LSB-AES on user data protection algorithm was implemented using
MATLAB, which is popularly used for developing and implementing algorithms and
simulations. Implementation of the developed algorithm has three simulation tests. In
simulation test one, an OTP test sample with six digits which are 198023 was used for test
experiment one. An OTP is random string of letters or numbers utilized just once. OTPs
reduces the possibility of unauthorized login attempts and serves as a second layer of
authentication and thus protects mobile banking applications from online crimes like social
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engineering and MITM. OTPs, however, are sent in plain text raising the possibility that a

third party would intercept it and access one’s bank account and make a withdrawal.

In this simulation test, the OTP is encrypted with AES encryption technique and embedded
onto a cover picture to increase mobile banking security levels and prevent it from being

intercepted by an attacker. The fetch picture tab is manifested in Figure 4.5.

Figure 4.5

Fetch Picture Tab (Researcher, 2023).

ENCRYPTION AND EMBEDDING SYSTEM DECRYPTION AND DECODING SYSTEM EVALUATION METRICS ! >

1. Fetch Picture Cover Picture Stego Picture
Select "Canvas Image" to Hide Message. X
<« v A <« Final Thesis T... » Cover Images v o Search Cover Images
Organize v New folder = v [ @
New folder A e — T A
B Thi e — E
- This PC ' ———
_J 3D Objects . &'
[l Desktop - " .
v Aeroplane.tiff Couple.tiff Fermnale 1.tiff House 1.tiff v
%=1 Nacnimente
File name: | Aeroplane.tiff v| | caifn v

In Simulation test 1, the system's fetch picture tab is used to upload an image into the
system. Then, an OTP is uploaded onto the system via fetch data tab. The OTP is first
encrypted using AES on the encryption key tab, and then embedded onto the cover image

using the encode tab to create a stego-image.

126



Figure 4.6

Fetch Data Tab (Researcher, 2023).

ENCRYPTION AND EMEBEDDING SYSTEM DECRYPTION AND DECODING SYSTEM EVALUATION METRICS @ >
| 1. Fetch Picture | Cover Picture Stego Picture
| 2. Fetch Data | |
Select TEXT MESSAGE. >
— Rl o << [Desk... » Final Thesis This%... » ~ (<] - Search Final Thesis This Year
Organize - Mew folder H== - n | 9 .
-~
Mew folder = Mame Type L
HlagIarism _necks rle Tolge
EH This PC Stego Images File folde
¥ 3D Objects |:| Secret Message 1.t Text Docu
I Desktop |:| Secret Message2.txt 06/ 12,/2022 9:24 Text DocL s
[E Marirmmente == >
File name: |Secre‘t PMessage 1.t Vl (*.bt) il

The fetch data tab is used to locate secret messages on the computer and uploads them into
the system. In this simulation, the system's fetch data tab is utilized to upload an OTP
sample with six characters. The user uploads secret messages from any location on the

computer utilizing the open dialog form as shown in Figure 4.6.

Figure 4.7
Encrypt Tab (Researcher, 2023).
ENCRYPTION AND EMBEDDING SYSTEM ‘ DECRYPTION AND DECODING SYSTEM ‘ EVALUATION METRICS ! >

L. Fetch Picture | Cover Picture Stego Picture
Fis TTTT—

P

2. Fetch Data |

‘ 3. Encrypt ‘

4| Encryption Key — X

Enter Encryption Key between 0 and 255

1l
Cancel
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The function of AES encryption is to transform the OTP that has already been uploaded
into the system to ciphertext using a key. The same key that is used in this step is the same
key that is used during decryption process. Encryption tab is exhibited in Figure 4.7 and

encode tab in Figure 4.8.

Figure 4.8

Encode Tab (Researcher, 2023)

ENCRYPTION AND EMBEDDING SYSTEM DECRYPTION AND DECODING SYSTEM EVALUATION METRICS ! >
\ 1. Fetch Picture \ Cover Picture Stego Picture
— —

‘ A

\ 2. Fetch Data

3. Encrypt 7 \
i 1]
4. Encode ‘

4. Encryption Key = x

Enter 1 for Sequential Encoding

1
Cancel

In this simulation test, sequential encoding is used to pick image pixels and embed the

message sequentially.

Figure 4.9

Cover and Stego Picture Display Interface (Researcher, 2023).

ENCRYPTION AND EMBEDDING SYSTEM | DECRYPTION AND DECODING SYSTEM EVALUATION METRICS ! >

. LFetchPicture Cover Picture Stego Picture
i

Fre T —— 2y
o e,

2. Fetch Data

i 3. Encrypt
[ 1]
| 4. Encode |
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Simulation test 1 on the encryption and embedding system was successfully implemented
and stego-image saved successfully. The next component is decryption and decoding phase

in which three tabs are utilized. Figure 4.10 exhibits the fetch stego-image tab.

Figure 4.10

Fetch Stego Picture Tab (Researcher, 2023).

ENCRYPTION AND EMBEDDING SYSTEM DECRYPTION AND DECODING SYSTEM EVALUATIOMN METRICS ! >
1. Fetch Stego Picture Stego Picture
Select "Canvas Image” With Hidden Message. >
«~ ~ « W » ThisPC > Desktop » ~ & Search Desktop
Organize Mew folder SEE m & 1
Ll - "~

MName Status Date modified
# Quick access THE3IS FRUJEL | ST U | e

[ Desktop VOCATIOMS 29/11/2

‘ Downloads =] QQ.brmp 23/1
| stego.bm 25
5| Documents L el E b
£ >
File name: |5tego.bmp V| *.bmp) -

In this simulation, the system's fetch stego picture tab is used to upload a stego-image from
the computer. Once the stego-image is uploaded successfully, it is exhibited in the

respective UIAXes. Figure 4.11 puts on view an aeroplane stego-image.
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Figure 4.11

Decrypt Tab (Researcher, 2023).

ENCRYPTION AND EMBEDDING SYSTEM DECRYPTION AND DECODING SYSTEM EVALUATION METRICS ! >

1. Fetch Stego Picture | Stego Picture

2. Decrypt

4\ Encryption Key — X Plaintext

Enter 1 for Sequential Decoding

1l
Cancel

After successfully fetching a stego-image, the OTP is restructured from ciphertext to
plaintext. The same key that is used in this step corresponds to one used during encryption
process. At this stage, the stego-image is already fetched and presented on UIAXes. Figure

4.12 depicts decoding tab.

Figure 4.12

Decode Tab (Researcher, 2023).

| ENCRYPTION AND EMBEDDING SYSTEM DECRYPTION AND DECODING SYSTEM EVALUATION METRICS ! >

'1. Fetch Stego Picture | Stego Picture
= E '.'-.-.' o - -
| 2. Decrypt <
- Plaintext
' 3. Decode
4| Decode Wind... = >

Enter 1 for Sequential Decoding

1|

This tab provokes a popup window in which a user can enter a decoding style. Decoding
can be sequential or random. In this simulation test, sequential decoding is used in which a

key is used to pick picture pixels and decode embedded message bits sequentially. By
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employing LSB substitution approach, OTP bits are decoded and displayed on an edit

textfield. Figure 4.13 exhibits successfully decoded OTP in plaintext form.

Figure 4.13
OTP Plaintext Display (Researcher, 2023).

ENCRYPTION AND EMBEDDING SYSTEM DECRYPTION AND DECODING SYSTEM EVALUATION METRICS : >

1. Fetch Stego Picture | Stego Picture
——

' 2. Decrypt

Plaintext

1 3. Decode

198023

Test simulation 1 one was successfully implemented by encrypting and embedding OTP

into a cover image and decrypting and decoding OTP securely on the developed system.

In test simulation two, a sample password (ArtificialIntelligence@#$2029) was used for
the test experiment. In this simulation test, a password was encrypted with AES method
and embedded onto a female cover-image to increase mobile banking security and prevent

it from being intercepted by MITM. The fetch picture tab is manifested in Figure 4.14.
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Figure 4.14

Fetch Picture Tab (Researcher, 2023).

ENCRYPTION AND EMBEDDING SYSTEM DECRYPTION AND DECODING SYSTEM EVALUATION METRICS ! >

\ 1. Fetch Picture Cover Picture Stego Picture

Select "Canvas Image” to Hide Message. >
< v P << Final Thesis T... > Cover lmages ~ (] Search Cover Images
Organize ¥ New folder =] (1N | o
New folder -~ [ —— T ] ~
EE This PC L st
i T—— 7

@ 3D Objects v

B Desktop 3 ‘4 ‘. T,

E Nociimente S Aeroplane.tiff Couple.tiff Female 1.tiff House 1.tiff 22

File name: | Female 1.tiff ~ (=.tiff) ~

In Simulation test 2, the system's fetch picture tab is used to upload an RGB picture called
female. Then, a password is uploaded onto the system via fetch data tab. The user uploads

cover-images from any location on the computer utilizing the open dialog form as

exhibited in Figure 4.15.

Figure 4.15

Fetch Data Tab (Researcher, 2023).

ENCRYPTION AND EMBEDDING SYSTEM

| 1. Fetch Picture |

DECRYPTION AND DECODING SYSTEM

Cover Picture

EVALUATION METRICS * >

Stego Picture

| 2. Fetch Data |
Select TEXT MESSAGE. =
“— v <« Desk.. » Final Thesis This ¥... » ~ & Search Final Thesis This Year
Organize = Mew folder S (I | 0
Mew folder 2 Marme Date modified Type ~
FI3QIarsm Cnecks 10F 127 2ULL U 14 Fle Tolae
EH This PC Stego Images 26/10/2022 12:27 File folde
L . 30 Objects |__'| Secret Message 1.txt 02/12/2022 0903 Text Docu
[ Desktop |__'| Secret Message2 txt 06/12/2022 0924 Text Doct
[Z Nariments i B B
File narme: | Secret Message? bt ~ | (*.txt) ~
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In this simulation, the system's fetch data tab is utilized to upload a password sample with
twenty-nine characters. After successfully uploading the password, AES encryption is
applied to convert it to ciphertext before it is embedded into the cover-image. The user
uploads secret messages from any location on the computer utilizing the open dialog form

as shown in Figure 4.16.

Figure 4.16

Encrypt Tab (Researcher, 2023).

ENCRYPTION AND EMBEDDING SYSTEM DECRYPTION AND DECODING SYSTEM EVALUATION METRICS ! >

1. Fetch Picture Cover Picture Stego Picture

2. Fetch Data

3. Encrypt

4. Encryption Wi... — X

Enter Encryption Key between O and 255

1
Cancel

After successfully fetching data using fetch data tab, the function of AES encryption is to
transform the password to ciphertext. At this stage, the cover-image is already fetched and

presented on UIAXes as shown in Figure 4.16.
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Figure 4.17

Encode Tab (Researcher, 2023).

ENCRYPTION AND EMBEDDING SYSTEM DECRYPTION AND DECODING SYSTEM EVALUATION METRICS : >

1. Fetch Picture Cover Picture Stego Picture

2. Fetch Data
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This tab provokes a popup window in which a user can enter an encoding style. This
simulation test utilized sequential encoding to embed the message sequentially. By
employing LSB substitution approach, password bits are encoded onto the cover-image as

shown in Figure 4.17.

Figure 4.18
Cover and Stego Picture Display Interface (Researcher, 2023).
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The cover picture and stego picture are exhibited in their respective UIAXes IN Figure
4.18. The stego-image is then saved in bmp format. Simulation test two on the encryption
and embedding system was successfully implemented and stego-image saved successfully.
The next phase is decryption and decoding phase in which three tabs are utilized. Figure

4.19 exhibits the fetch stego picture tab.

Figure 4.19

Fetch Stego Picture Tab (Researcher, 2023).
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In simulation test two, the system's fetch stego picture tab is utilized to upload a stego-
image of female with bmp format. Then, decrypt tab is used to enter a key that is used to

restructure the password. Figure 4.20 puts on view a female stego image.
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Figure 4.20

Decrypt Tab (Researcher, 2023).
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After successfully fetching the stego-image, the password is restructured from ciphertext to
plaintext. The same key that is used in this step corresponds to one used during encryption

process. Figure 4.20 depicts the decrypt tab.

Figure 4.21

Decode Tab (Researcher, 2023).
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In this simulation test, sequential decoding is used to decode embedded message bits

sequentially. By employing the LSB substitution approach, password bits are decoded and
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displayed on an edit textfield. Figure 4.22 exhibits successfully decoded password in

plaintext form.

Figure 4.22

Plaintext Display of a Password (Researcher, 2023).
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The decoded plaintext password is used to login to mobile banking applications in order to
access financial services remotely. Test simulation two was successfully implemented by
encrypting and embedding password onto a cover picture and decrypting and decoding

password securely on the developed system.

In test simulation three, a sample of credit card number with sixteen characters (1234 4321
5678 8765) is used. A credit card number is string of numbers utilized when doing online
shopping. If a credit card gets lost, it can be used to conduct illegal transactions such as
withdrawal of money and paying bills. In this simulation test, the credit card number was
encrypted with AES method and pasted onto a cover picture to increase mobile banking
security levels and prevent it from being used by unauthorized persons. The fetch picture

tab is shown in Figure 4.23.
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Figure 4.23
Fetch Picture Tab (Researcher, 2023).

ENCRYPTION AND EMBEDDING SYSTEM J DECRYPTION AND DECODING SYSTEM ‘ EVALUATION METRICS ! >

l 1. Fetch Picture ‘ Cover Picture

Stego Picture

Select "Canvas Image" to Hide Message. X

- v A Se

<« Final Thesis T... > CoverImages o C earch Cover Images

Organize ¥ New folder =~ @ @

New folder ) A
3 This PC
_J 3D Objects
[ Desktop N Lo a
B Raciisaenie v Peppers.tiff 5

File name: | Peppers.tiff

Cancel

The system's fetch picture tab is utilized to upload RGB image called peppers. Then, a

credit card number is uploaded onto the system via fetch data tab. Figure 4.23 reveals fetch

data tab.

Figure 4.24

Fetch Data Tab (Researcher, 2023).
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The system's fetch data tab is used to upload a credit card number sample containing
sixteen characters. After successfully uploading credit card number sample, AES
encryption is applied to convert it to ciphertext before being embedded onto the cover

image. Encrypt tab is exbibited in Figure 4.25.

Figure 4.25
Encrypt Tab (Researcher, 2023).
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The function of AES encryption is to transform the credit card number that has already
been uploaded into the system to ciphertext. Ciphertext is unreadable format of a message
and in this simulation our message is the credit card number. The same key used in this
step is the same that will be utilized during decryption process. Encryption tab is exhibited

in Figure 4.26.
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Figure 4.26
Encode Tab (Researcher, 2023).
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In this simulation test, sequential encoding is used in which a key is used to pick picture

pixels and embed the message sequentially. LSB substitution was used to encode the image

pixels sequentially as shown in Figure 4.27.

Figure 4.27
Cover and Stego Picture Display Interface (Researcher, 2023).
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The cover image and stego-image are exhibited in their respective UIAXes as shown in
Figure 4.27. The stego picture is then saved in bmp format. In mobile banking applications,

this picture is anticipated to be transmitted to a receiver to retrieve hidden information and
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use it to securely conduct online banking. Simulation test three on the encryption and
embedding system was successfully implemented and stego-image saved successfully. The
next component is decryption and decoding in which three tabs are utilized. Figure 4.28

exhibits the fetch stego picture tab.

Figure 4.28

Fetch Stego Picture Tab (Researcher, 2023).
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The fetch stego picture tab upon provokes an open dialog form to locate the stego-images
on the computer and uploads them into UIAXes platform. In simulation test three, the
system's fetch stego picture tab is utilized to upload a stego -image of peppers with bmp
format. Once the stego-image is uploaded successfully, it is exhibited in the respective

UIAXes. Figure 4.29 puts on view the peppers stego-image.
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Figure 4.29
Decrypt Tab (Researcher, 2023).
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The decrypt tab provokes an interface for a user to enter decryption key. After successfully
fetching the stego-image, the credit card number is restructured from ciphertext to
plaintext. The same key that is used in this step corresponds to one used during encryption

process. Figure 4.30 depicts decrypt tab.

Figure 4.30

Decode Tab (Researcher, 2023).
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This tab inspires a popup window in which a user can enter a decoding style. In this
simulation test, sequential decoding is used in which a key is used to pick image pixels and
decode embedded message bits sequentially. Figure 4.31 exhibits successfully decoded

credit card number in plaintext form.

Figure 4.31

Credit Card Number Display (Researcher, 2023).
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Simulation test three was successfully implemented by encrypting and embedding credit
card number into a cover-image and decrypting and decoding credit card number securely

on the developed system.

4.4 Evaluation and Results

This objective sought to evaluate the developed LSB-AES hybrid algorithm and
performance metrics comparison in order to establish findings of similar studies that had
been done. Figure 4.32 reveals the evaluation metrics MSE, PSNR and entropy results

conducted on six cover images Airplane, Female, House, Couple, Peppers and Sailboat.
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Figure 4.32

MSE, Entropy and PSNR Results (Researcher, 2023)
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Figure 4.32 illustrates MSE, PSNR and entropy values on the y axis and images used in the
test experiment on the x axis with the numbers 1, 2, 3, 4, 5, 6 representing the Airplane,
Female, House, Couple, Peppers and Sailboat respectively. To achieve better text
concealment in an image, MSE should be low. In the simulation experiments detailed in
Figure 4.32, MSE values ranged from 0.0001297 to 0.0005646, indicating minimal error.
Lower MSE values suggest that the stego images are very similar to the original cover
images (Sogaard, Krasula, Shahid, Temel, Brunnstrom, & Razaak, 2016). These results
align with the MSE findings of Abikoye, Ogundokun, Misra, and Agrawal (2022), which
ranged from 0.0002124 to 0.0009422, as well as with Msallam (2020), whose MSE values
ranged from 0.0011 to 0.0015. A lower MSE is recommended for more effective data

concealment (Singh, Choubisa, & Soni, 2020).
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The PSNR values for the cover and stego pictures ranged from 80.65 to 87.04, as shown in
Figure 4.32. Higher PSNR values indicate better imperceptibility, suggesting that the stego
images were robust and it would be difficult to detect the hidden message. These findings
are consistent with the PSNR results reported by Abikoye, Ogundokun, Misra, and
Agrawal (2022), which ranged from 78.389 to 84.858, as well as with the PSNR results of
Msallam (2020), which were between 82.3599 and 83.0220. A PSNR value above 40 dB
generally indicates that a stego image has adequate imperceptibility (Setiadi & Jumanto,
2018). Additionally, this study's results align with those of Bandekar and Suguna (2018),
whose findings showed high PSNR values ranging from 48.55 to 55.38 dB, further

indicating excellent imperceptibility.

The entropy values of the pictures, as shown in Figure 4.32, were 6.295 to 7.67. Entropy
measures the security level of the system, with ideal values approaching 8 (Hari, Syaiful,
Moses, & Atika, 2017). The system demonstrated acceptable entropy levels, indicating
high security and suitability for mobile banking applications. The entropy findings from
this study align with those reported by Jain and Kanwal (2016), whose values ranged from
6.926 to 7.607, and Msallam (2020), whose values were between 7.1914 and 7.4518. In
contrast, Al-Amri, Hamood, and Farhan (2023) reported lower entropy values, ranging

from 4.1443 to 5.447.

4.4.1 MSE Analysis

Six cover images were used in simulation experiments, and the results showed that the
associated stego images had low MSE values and were quite similar. MSE values of cover

and stego images that are closer to zero are better and indicate that the images are similar
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(Sara, Akter, & Uddin, 2019). The following were the MSE values for the images: Couple
0.0005646, Sailboat 0.0001297, Peppers 0.0001297, Airplane 0.0001488, Female
0.0004425, House 0.0005035. These values infer that the images used in the developed
algorithm were of good quality. The MSE values for these photos are displayed in Figure

4.32.

A study by Elshazly, Safey, Abdelwahab, Fikry, and Elaraby (2016) on a robust image
steganography technique using LSB in the spatial domain reported an average MSE value
of 0.17884. Kumar & Singh (2017) conducted a study on LSB of color images and
achieved an average MSE value of 0.012386. Another research was conducted by Essa,
Abdullah, and Al-Dabbagh (2018) on steganography technique using genetic algorithm
from which an average MSE value was 0.224. A study by Darwis, Junaidi, Shofiana, and
Wamiliana (2021) on digital image steganography using center-embedded pixel positioning
reported an average MSE value of 0.454. Figure 4.33 show the four researches and the

average MSE values.
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Figure 4.33

MSE Performance (Researcher, 2023).
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Figure 4.33 average MSE values on the y axis and images used in the test experiment on
the x axis with the numbers 1, 2, 3, 4, 5 representing the Airplane, Female, House, Couple
and Peppers respectively. The average MSE is a comparison from four studies: Elshazly et
al., (2018) who developed an algorithm known as LSB-IWT, Essa et al. (2018) who
developed an algorithm known as Enhanced LSB, Darwis et al., (2021) who developed an
algorithm known as center sequencing technique based on LSB and Kumar and Singh
(2017) whose algorithm is known as SteganoCNN. Findings from their studies indicate that
they had good MSE results which pass the acceptable minimum threshold of being close to
zero. When MSE values are close to zero, it indicates that the cover and stego pictures are
identical (Hashim, Rahim, Johi, Taha, &Hamad, 2018). The average MSE values of
Elshazly et al., (2018) and Kumar and Singh (2017) are 0.17884 and 0.012386 respectively

which are much bigger compared to the average MSE value from this study which is
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0.00035782. additionally, Figure 4.33 illustrates average MSE values of two more
researchers; Essa et al., (2018) and Darwis et al., (2021), which demonstrates that their
average MSE results met the acceptable minimum threshold, being close to zero. The
average MSE values of the two authors were 0.224 and 0.454 respectively which were
bigger compared to the average MSE values from this study which was 0.00035782. This

infers that the pictures used in the developed algorithm were of good quality.

4.4.2 PSNR Analysis

The benchmark values for PSNR should be more than 39 dB to indicate good
imperceptibility (Sukumar, Subramaniyaswamy, Vijayakumar, & Ravi, 2020; Lakshmi,
Srinives, Kumar, & Chandra, 2016). In the developed algorithm, the PSNR readings were
as follows: Sailboat 87.14 dB, Peppers 87.04 dB, Couple 80.65 dB, House 81.14 dB,
Female 84.71 dB and Airplane 86.44 dB. These values indicate that the images utilized in
the developed algorithm had good imperceptibility and passes the minimum threshold of 39

decibel. The PSNR values for these photos are shown in Figure 4.32.

The algorithm proposed by Muhammad, Sajjad, Mehmood, Rho, and Baik (2016) for
image steganography using an uncorrelated color space achieved an average PSNR value
of 61.706. Heidari and Farzadnia (2017) conducted a study on quantum LSB-based
steganography of color images and achieved an average PSNR value of 55.591. Another
research was conducted by Muhammad, Sajjad, Mehmood, Rho, and Baik (2018) on image
steganography using uncorrelated color space from which an average PSNR value was

52.352. Finally, research by Abdelraout (2021) on image steganography based on visual
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color sensitivity yielded average PSNR value of 84.478. Figure 4.34 illustrates PSNR

performance.

Figure 4.34

PSNR Performance (Researcher, 2023).
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Figure 4.34 illustrates PSNR comparison from four studies: Muhammad et al., (2016)
developed image steganography algorithm, Heidari and Farzadia (2017) developed LSB
steganography algorithm. Their findings indicate that they both achieved good results.
However, when compared with the developed LSB-AES hybrid algorithm, the average
PSNR was enhanced from 61.706 and 55.591 respectively on the two researches on Figure
4.34 to 84.68. This implies that the developed algorithm had good imperceptibility than the

two researches.

Similarly, Figure 4.34 illustrates PSNR values from two other studies; Muhammad et al.,
(2018) who developed LSB-IMMEA algorithm and AbdelRaout (2021) who developed

image steganography algorithm. Findings from their studies indicate that they had good
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PSNR results which pass the acceptable minimum threshold of more than 39 dB (Sukumar,
Subramaniyaswamy, Vijayakumar, & Ravi, 2020). However, when comparing the average
values of the two researchers to the PSNR values of this study, there was an enhancement
from 52.353 and 84.478 to 84.674 on the developed algorithm. This infers that the PSNR

value of the developed algorithm had good imperceptibility than the two researchers.

4.4.3 Entropy Analysis

Entropy analysis was used to determine the security of the images used in the study. For a
system to be robust, entropy values should be close to the benchmark value of 8 (Hari,
Moses, Syaiful, & Atika, 2017). The following entropy values were found via simulation
tests conducted on the cover photos and their corresponding stego-images: Sailboat 7.762,
Female 6.898, House 7.069, Couple 6.295, Airplane 6.664, and Peppers 7.670. These
entropy values are close to the acceptable benchmark of 8 inferring that the images have

good security for embedding secret messages.
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Figure 4.35

Entropy Performance (Researcher, 2023).
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Figure 4.35 illustrates entropy values from four studies; Saha et al., (2014) and Rusuma et
al., (2018). Findings from their studies indicate that they had good entropy results which
are close to 8. Whenever entropy values are close to 8, it infers that stego-picture has
embedded data and is considered to have good security. The average entropy values of the
two authors were 7.25965 and 7.993275 respectively. When comparing the values with the
developed algorithm, Rusuma et al., (2018) had higher entropy values. This infers those
images utilized for the study had good security than the developed LSB-AES hybrid

algorithm.

Additionally, Figure 4.35 illustrates average entropy values from Ahmed and Ahmed
(2020) and Sharma et al., (2021). Findings from their studies indicate that they had good

entropy results which are close to 8. The average entropy values of the two authors were
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7.2474 and 7.22847 respectively. Compared to the entropy values of the developed
algorithm, the developed algorithm offers better entropy, indicating greater security than

the approaches of the two authors.

The overall performance of the developed LSB-AES hybrid algorithm shows that it is more
robust than other algorithms. The developed LSB-AES hybrid algorithm exhibited higher
entropy values. Higher entropy values indicate more complexity and less predictability of

the stego images which is desirable to avoid detection of hidden messages.

Higher PSNR values indicate better quality of the stego image, inferring that the
embedding process has introduced minimal distortion. When compared to other studies,
this study outperforms all other studies with higher PSNR values. Additionally, the
developed LSB-AES hybrid algorithm exhibited lower MSE values which indicate better

quality of the stego image and is desirable detection of hidden messages.

4.5.5 Histogram Analysis

A simulation experiment was conducted to examine whether the color distribution changes
when text is embedded into cover pictures. The RGB color distribution histograms reveal
minimal differences between the images, indicating that the proposed algorithm is both
reliable and well-suited for mobile banking applications. It is challenging for an adversary
to detect hidden messages within the images. These findings are consistent with a study by
Tauhid, Tasnim, Noor, Faruqui, and Yousuf (2018), which showed that the differences
between cover and stego images were nearly imperceptible, reflecting the improved

performance of their algorithm.
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Additionally, Beza (2018) developed a secure mobile banking framework combining LSB
steganography with AES encryption for Multimedia Messaging Service (MMS). The
simulation results demonstrated that the AES algorithm outperforms others in terms of

encryption time, power efficiency, and low memory consumption. Histograms generated

from simulation experiments are displayed in Table 4.2.
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Table 4.2

Cover Picture and Stego Pictures with their Histograms (Researcher, 2023).

Histogram of Cover Picture Histogram of Stego Picture
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The histograms displayed on table 4.2 demonstrate that there was hardly any slight distortion between the cover and stego pictures,

even with hidden messages included in each of them. A cover picture is a media that is used to hide a message while a stego picture is
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a media that contains hidden message. The cover and stego pictures were extremely similar,
indicating that there was only slight distortion if any when the hidden message was inserted
into the cover pictures. This is because LSB substitution technique was utilized to substitute

message binary digits into the picture pixels.

In terms of analysis of image quality, the PSNR values ranged from 16.652 to 35.687
decibels. These results are not consistent with the minimum PSNR threshold values which
should be above values of 40 (Lakshmi, Srinives, Kumar, & Chandra, 2016). This infers that

the type of images that were used in his simulation experiments were not of good quality.

The algorithm proposed by Panwar, Damani, and Kumar (2018), which combined modified
LSB steganography with AES encryption, was evaluated using two standard analysis metrics:
MSE and PSNR. The MSE values ranged from 0.00036 to 0.00149, while the PSNR values
ranged from 76.38 to 82.49. From this study, low MSE values indicate good quality images
and high PSNR values of above 40 decibels infer good imperceptibility. The modified LSB
combined with AES encryption proved supportive in conserving safety of hidden secret data
in stego-pictures. It is therefore consistent with our current research because it utilizes

hybridization with low MSE and high PSNR evaluation metrics values.

The current study results are consistent with findings of a hybrid algorithm that combines
AES and Blowfish algorithm proposed by Purwinarko and Hardyanto (2018). Findings from
this study infers that although AES algorithm is secure, it needs to be enhanced by combining
it with other algorithms to avoid attacks which occur due to the vulnerability of the s-box in

AES algorithm (Verma, Guha, & Mishra, 2018). This study reveals that a hybrid algorithm
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that combines AES with another algorithm such as Blowfish provides more security and

prevent hackers from MITM attack.

A hybrid algorithm that combines ECC and image steganography for secure mobile banking
applications was proposed by Karthikeyan, Vijayarajan, and Manikandan (2011). In this
proposed algorithm, ECC was employed to strengthen the overall security, while
steganography was used to protect information as it is transmitted from the bank server to the
client application. The results demonstrated that the algorithm addressed the security
weaknesses of RGPS and SMS banking, offering mutual authentication, non-repudiation, and
data integrity. Additionally, the system showed that the embedding capacity of the image
pixels was greater compared to the SMS packet capacity. Histogram analysis of the images
indicated that there were no significant changes after embedding the data. This study used
ECC and LSB steganography. The study’s results are consistent with results of this study in

which histogram of cover and stego pictures do not show any significant changes.

Histogram analysis results from this study indicate that it is not easy to detect anomalies
resulting from embedding data into the cover images since the cover and stego images were
similar when assessed using the human eye. Similarly, the results indicate that the developed

algorithm is robust against attacks such as MITM.

4.6 Steganalysis and LSB-AES On-Transit User-Data Protection Algorithm

The developed algorithm was implemented at the transport layer of the OSI model, which is
responsible for ensuring that data is fully transferred between servers or systems. The
Transmission Control Protocol (TCP) at this layer manages end-to-end error recovery and

ensures complete data transmission (Fraihat, 2020). Implementing the algorithm at this layer
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addresses the vulnerability where MITM attacks occur, involving the interception and

manipulation of communication between two parties.

Steganalysis is a method of locating and extracting information that has been embedded in a
cover picture. Both computer forensics and internet crime use steganalysis (Ibrahim, 2007).
According to (Meghanathan & Nayak, 2010), specific and generic algorithms are used for
image steganalysis. Generic methods need extensive statistical analysis and intricate
computations and operate independently of the steganographic algorithms. They deliver a
solid and enhanced outcome (Amirtharajan & Rayappan, 2013). The algorithm employed in
each steganalysis relies on the steganography algorithm and the image format (Amirtharajan

& Rayappan, 2013; Meghanathan & Nayak, 2010).

The main approaches used in steganalysis are statistical analysis and visual analysis (Curran
& Devitt, 2008; Wang & Wang, 2004). Human eyes are required for visual analysis. Human
abilities are used in visual analysis to look for concealed data and covert communication.
When sensitive data is inserted in the picture's portion, visual inspection by the eyes can
discern and successfully detect concealed signals (Curran & Devitt, 2008; Wang & Wang,
2004). Statistical analysis can spot minute changes in the image's statistical features brought
on by steganography, even though steganography is typically detected via statistical analysis
(Curran & Devitt, 2008; Wang & Wang, 2004). The general public has access to a wide range
of steganalysis tools, such as SteganalyzerAS and Steganalyzer SS, which are examples of

technologies available for this purpose (Green & Levstein, 2015).

This study demonstrates MITM attacks in mobile banking applications and used visual

analysis to find concealed information in a stego-picture. Visual analysis was employed and
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judged the cover and stego-pictures using MSE, PSNR, and histograms as exhibited in Figure
4.32. Low MSE indicates stego pictures were similar to or an exact replica of the cover
picture. This indicates that the stego and cover pictures were similar or identical. Second, the
stego and cover pictures have PSNR values of more than 40db. Thirdly, histograms from the
developed method show that there were little to no differences between the cover and stego
pictures and therefore an adversary cannot obtain clues about any hidden messages in the

pictures using human eyes. This illustrates that the pictures had adequate imperceptibility.

MITM attack is not feasible in the developed system because even if the enemy manages to
intercept a message in the stego-picture, the message is invincible with the naked eye. This is
because the findings of the simulation tests show that given the results of MSE, PSNR, and
histograms, it would be complicated to find a concealed message in the stego-pictures. Similar
to this, the algorithm incorporated a synergy of two algorithms; AES and LSB in the system's
simulation test experiment. The secret message is encrypted and then incorporated onto the
stego-picture. This suggests that even if MITM used other steganalysis methods to determine
that a concealed message exists, he or she would not succeed in decrypting the message from
the stego-picture since they lack the decryption key. The created technique is hence resistant
to MITM assaults. Table 4.3 illustrates cover pictures and stego pictures which infer the

difficulty to conceive which picture contains encrypted message.
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Table 4.3

Cover Pictures and Stego Pictures on Visual Analysis Attacks (Researcher, 2023).

Name Cover Picture Stego Picture

Airplane

Female

Peppers

Table 4.3 illustrates three cover pictures and their corresponding stego-pictures. From the
three sets of pictures, it can be inferred that using visual analysis, it is complicated for an
adversary to detect existence of a message from either of the pictures because they closely
resemble even though a secret message is embedded on the corresponding stego-pictures.
Likewise, even if an adversary were to detect the presence of a message in the stego-pictures,
extracting the message would be challenging due to its encryption. Table 4.4 presents the

histogram analysis in response to statistical attacks.
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Table 4.4

Histogram Analysis on Statistical Attacks (Researcher, 2023).

Histogram of Cover Picture

Histogram of Stego Picture

Cover Picture Stego Picture
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Histogram analysis common statistical analysis technique was utilized to check
robustness of a stego-picture against attacks. Histogram analysis can be performed on a
stego-picture and compared to the cover picture. Deviations in the histogram of the
stego-picture relative to the cover picture can indicate the presence of hidden data. To
counter visual analysis attacks, the histogram of the stego-picture should closely
resemble that of the cover picture. The first recorded statistical attack method is the
histogram attack (Fridrich & Goljan, 2002). This approach is based on the observation
that, with LSB embedding, odd pixel values tend to either decrease or remain
unchanged, while even pixel values typically increase by 1. Consequently, during

embedding, pairs of values such as (2_i, 2_(i+1)) are swapped.

A statistical measure can be used to determine whether the embedding function’s
asymmetry indicates that the even values follow the known distribution. The expected
distribution of the values in the presence of hidden information is then shown in a
theoretical histogram of the color distribution, and adjacent value pairs are once more
constructed. For each pair, the discrepancy between actual and anticipated occurrence
frequencies is sought for. In our study, the observation from Table 4.4 infers that when
the secret messages were concealed in the cover picture, the tonal distribution was

unaffected.

The histograms of the cover pictures and stego pictures for each of the images used are
identical. This is because LSB substitution technique was used to embed the message
binary digits onto the picture pixels. When the histograms are plotted, the resultant

stego histogram resembles the histogram of the cover picture.
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CHAPTER FIVE

DISCUSSION

5.1 Overview

In this chapter, the following are presented; results and discussions on operation of
mobile banking applications that allow users to access banking services remotely,
security threats affecting user data on transit in mobile banking applications and

techniques used to secure user data on transit in mobile banking applications.

5.2. Operation of Mobile Banking Applications

This objective aimed to assess the functionality of mobile banking applications, focusing
on how they enable users to access banking services remotely. It sought to recommend
best practices for bank customers to securely use these applications. The goal was to
determine the operational effectiveness of mobile banking applications and demonstrate
that following best practices can help mitigate potential threats. Section 5.3 further

discusses the potential threats to mobile banking applications.

This study found out that, depending on technology employed, mobile banking has both
server-side and client-side technologies. Server-side technology is used by the bank's or
service provider's server, which keeps customer data secure. Client data is entered
manually by the user, automatically encrypted by the program, or encrypted before being
saved in the application when using client-side technology in the programs, solutions, and
service offers developed or installed on a customer's SIM or smart phone (techopedia,
2022; Rawat & Agrawal, 2015).
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A consumer must register with the bank and receive authorization to access the mobile
banking services before utilizing the mobile banking applications. An OTP or other
security measure is delivered to the account holder's mobile device. HTTPS ensures
secure connection, user data privacy, authentication, and integrity. Mobile banking

applications should implement HTTPS to protect user information.

Beginning with the establishment of a private conversation between a client's mobile
banking application and the bank server, secure mobile banking is achieved through
establishment of secure connection. TLS handshake is being used to create this secure
session. In order to defend against hackers, TLS makes sure that all data transferred

between a user and a bank server is encrypted (Curguz, 2016).

Following the establishment of a secure connection, the client or user is authenticated to
the bank's server using login details registered at the banks server so they can use mobile
banking services after the server has verified the authentication methods that were used.
If authentication is unsuccessful; however, the user is prompted to repeat the login

procedure (Waghmare, Golekar, Hatwar, Parimal, & Hiware, 2017)

This study is supported by findings of Waghmare, Golekar, Hatwar, Parimal, and Hiware
(2017), who illustrates that operation of mobile banking, begins with establishment of a
safe link by utilizing TLS handshaking procedure uniting the client and server
applications. Two stage authentications are utilized to access the bank server once a
secure connection has been established. To access mobile banking services remotely, a
customer must pass the first level of authentication, which utilizes usernames and

passwords, and the second level, which utilizes TFA Authentication.
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It is worth noting that access to banking services using mobile banking applications is
remote in nature and as such, the customer using mobile banking applications is
responsible for providing the correct login credentials since there is no physical teller to
verify their identity. Therefore, users of mobile banking applications need to be aware of
best practices that can help thwart potential threats from cybercriminals in order to access

banking services securely.

This study identified several security measures and best practices that users of mobile
banking applications can adopt to ensure secure and remote banking. For users who
utilize smartphones with authentication features such as username and password, and
TFA, MFA is considered as the best practice because it requires it requires utilization of
more than two factors of authentication which is essentially difficult for cybercriminals to
break, as supported by findings of (La-Polla, Martinelli, & Sgandurra, 2013).
Additionally, users of mobile banking applications should utilize complex passwords

because they complicate the adversary’s efforts to crack or guess the passwords.

Additionally, this study discovered that numerous mobile banking applications are
available for download from third-party stores, which users can install on their
smartphones. However, these applications often contain viruses and therefore not
recommended for use. Therefore, this study established that users should download and

install mobile banking applications that are authorized from official bank websites.

This study established that whenever updates for operating system and mobile banking

applications are available, it is the responsibility of the user to download and install
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security patches which resolves recent vulnerabilities and threats. Additionally, users

should install mobile antivirus software in order to annihilate mobile malware.

Lastly, this study established that users of mobile banking applications should be aware
of social engineering attacks which are directed to unsuspecting users in order to extort
confidential information and even to steal money. Therefore, users should be alert on
people who solicit confidential information in the name of assisting them, as supported

by findings of Dasgupta, Roy, and Nag, (2017).

5.3. Threats Affecting User-Data on Transit in Mobile Banking Applications

This objective aimed to assess the security threats impacting user data in transit within
mobile banking applications. It identified various types of threats to user data in transit,
allowing for the development of appropriate security techniques to address these threats,

as discussed in Section 5.4.

Threats commonly affecting various OSI layers include MITM attacks, active and passive
eavesdropping, DoS attacks. Additional threats to mobile banking encompass mobile
malware, packet sniffing, DNS poisoning, SSL stripping, session hijacking, XSS, and
SQL injection attacks. MITM can be either active or passive. In an MITM attack, the
secure communication between a mobile banking application and the bank's server is
intercepted and divided into two separate segments: one between the mobile banking
application and the attacker, and the other between the attacker and the bank’s server.
When a MITM attack is successful, both the mobile banking application and the bank's

server remain unaware of the compromised communication path. Active MITM attacks
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can be initiated through various methods, such as DNS spoofing, SSL hijacking, and

ARP cache poisoning (Bhattacharya 7 Reddy, 2022; Kaka, Sastry, & Maiti, 2017).

This research affirms findings of Bojjagani and Sastry (2017), who established that
MITM attack is the most effective active network attack, and that an adversary can
launch many other related attacks from it, including DoS attacks, session prediction
attacks, account lockout attacks, and HTTP smuggling, among others. As a result, the
network suffers serious damage in this assault since traffic is either intercepted or
diverted to the intruder. The most frequent type of assaults in the DoS category arise in
the application layer of the OSI model protocols arising from bugs in protocols used at
this surface, such as TCP/IP and UDP. Construction of DoS attacks can be automated

using software like BackTrack and Metasploit, among other tools.

Finally, this study found out that threats that arise from social engineering can be
identified, but they are difficult to stop. Some of the different techniques used to launch
social engineering are baiting, pretexting, scareware, phishing, and spear phishing. The
defenses against social engineering attacks include giving people the tools they need to
recognize and avoid them by educating individuals about safety of sensitive user data,
alerting security personnel about suspicious activity, organizing security orientations for

new bank employees and customers.

5.4 Techniques Securing User-Data on Transit in Mobile Banking Applications

This objective aimed to assess the techniques employed to secure user data in transit
within mobile banking applications, assessing their strengths, weaknesses, and

operational structures. The study identified various methods used to protect user data
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from threats such as MITM attacks, DoS attacks, eavesdropping, and social engineering.
These methods include symmetric and asymmetric algorithms, steganographic

techniques, and authentication mechanisms.

This study found out that mobile banking utilizes AES algorithm due to its complexity
with less resource usage than asymmetric schemes like RSA and ECC algorithms.
Additionally, even though Blowfish algorithm like AES is a swift block cryptosystem, it
is not utilized for mobile banking because of its small block sizes and is susceptible to

cryptanalysis attacks (Khelifi, 2013).

This study determined that RSA offers essential and dependable security features,
including privacy, confidentiality, authentication, integrity, and non-repudiation.
Consequently, RSA is employed in network security because of its robust public-key
cryptosystem, which is challenging for hackers to compromise. However, RSA is
vulnerable to timing attacks, brute force attacks, and key-related vulnerabilities.
Therefore, due to these risks, RSA should not be used in critical systems like mobile
banking. In addition to the RSA algorithm, this study found that Elliptic Curve
Cryptography (ECC) performs slower than AES. ECC is also vulnerable to
electromagnetic analysis attacks making it unsuitable for mobile banking (Mitra, Jana,

Bhattacharya, Pal, & Poray, 2017).

Finally, this study found out that steganographic techniques such as LSB can be used to
embed data on a media and send it over wireless networks without the knowledge of
adversaries. However, this technique when utilized alone is susceptible to steganalysis

attacks and thus not suitable for mobile banking.
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5.5 Development of LSB-AES On-Transit User-Data Protection Algorithm

LSB-AES hybrid algorithm was developed by merging two established algorithms LSB
and AES encryption algorithm. The LSB-AES on-transit user-data protection algorithm
starts its operation by loading a cover image. This step is followed by confidential data
that need to be hidden in the cover image. AES is then applied to encrypt confidential
data to secure it before embedding in the cover image. LSB embedding is then applied to
hide encrypted data into the LSB bits of the cover image. The stego-image produced is
read to the system in order to start the process of extracting hidden data. LSB decoding is
applied in order to extract encrypted data from the LSB of the stego-image. AES
decryption is then applied in order to decrypt extracted data to retrieve the original

confidential information.

The algorithm’s system design interface incorporates three major components. The first
component with the titte ENCRYPTION AND EMBEDDING SYSTEM is responsible
for fetching cover pictures from the computer, fetching data, applying encryption key
using AES scheme and embedding encrypted data into a cover picture using LSB
substitution technique. This component was designed with the following tabs: Fetch
Picture, Fetch Data, Encrypt, and Encode tabs. The system also contains two UlIAXes
where the cover and stego pictures are displayed upon provoked by respective callback

tabs as well as an edit textfield where encryption key can be displayed.

The second component with the title DECRYPTION AND DECODING SYSTEM is
responsible for fetching the stego picture from the computer, and decrypting ciphertext to

recover plaintext message. This component was designed with the following three tabs in
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mind: Fetch Stego Image, Decrypt, and Decode. The component also contains UIAXes
where a stego picture is displayed upon provoked by the respective tab and an edit

textfield where a decryption key can be displayed.

The third component with the title EVALUATION METRICS SYSTEM is responsible
for calculating and displaying MSE, PSNR, Entropy and Histograms upon provoked by
the respective tabs. This component also contains three UIAXes, one for cover picture,
the second for stego picture and the third for histograms. Finally, the component contains

three edit textfields which are MSE, PSNR and Entropy.

5.6 Evaluation of LSB-AES On-Transit User-Data Protection Algorithm

Findings from simulation tests conducted on six cover images show that their
corresponding stego images were substantially similar with low MSE values which
ranges from 0.0001297 to 0.0005035. Lower MSE values which is closer to zero
indicates good quality embedding. Findings from MSE values of the images used in the

study indicate good quality embedding.

PSNR which is a ratio between the maximum possible value of a signal and the power of
distortion should be higher to indicate a better quality of embedding. PSNR values in the
study were between 80.65 to 87.14 dB and thus indicates that there was better embedding

and thus good imperceptibility.

Entropy which is the corresponding states of intensity level which individual pixels in an
image can adapt was found out to range between 6.295 to 7.762 in this study. For an

image to have good entropy, it’s values should be close to the value 8. Thus, findings
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from this study show that the entropy of the images used is good and indicate the

robustness of the developed LSB-AES algorithm.

Histogram analysis shows that there is no distortion between the cover and stego images,
even when confidential messages are hidden in them. The cover and stego images were
similar. This is because LSB substitution technique was utilized to substitute message

binary digits into image pixels.
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CHAPTER SIX

CONCLUSION AND RECOMMENDATIONS

6.1 Overview

Mobile banking applications offers solutions to clients delivered by banks that authorize
customers to request and obtain banking services remotely utilizing mobile devices.
Mobile banking is developed in view of client and server-side technologies. Server-side
technologies are administered on the server of a bank while client technologies are
administered using a customer’s SIM card or software program downloaded and installed

on a smart phone.

In order to access banking services remotely using client application installed on the
users’ smart phone, a user needs to download a specific bank application and install in on
the smart phone. This is followed by configuration from the bank and affirmation on the
customer application. After successful configuration, the bank customer replaces login
password with user preferred strong password or any other mechanism available on the
application such as biometric authentication that utilizes fingerprint, iris, and face, among

others.

Following the establishment of a secure connection, the client or user is authenticated to
the bank'’s server using login details registered at the banks server so they can use mobile
banking services after the server has verified the authentication methods that were used.
If authentication is unsuccessful; however, the user is prompted to repeat the login

procedure.
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It is worth noting that access to banking services using mobile banking applications is
remote in nature and as such, the customer using mobile banking applications is
responsible for providing the correct login credentials since there is no physical teller to
verify their identity. Therefore, users of mobile banking applications need to be aware of
best practices that can help thwart potential threats from cybercriminals in order to access

banking services securely.

Therefore, users of mobile banking applications should utilize complex passwords
because they complicate the adversary’s efforts to crack or guess the passwords,
whenever updates for operating system and mobile banking applications are available, it
is the responsibility of the user to download and install security patches which resolves
recent vulnerabilities and threats, users should install mobile antivirus software in order
to annihilate mobile malware and lastly, users of mobile banking applications should be
aware of social engineering attacks which are directed to unsuspecting users in order to

extort confidential information and even to steal money.

This research established that even though consumers conduct mobile banking securely
using their smart phones, there are a number of deficiencies in mobile banking
applications. Threats prevalent in some of the OSI layers include MITM, active and
passive eavesdropping assaults, and various forms of DoS attacks. Other threats to mobile
banking include mobile malware, packet sniffing, DNS poisoning, SSL strip session

hijacking, site-to-site scripting, and SQL injection assaults.
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Findings from this research indicate that the different forms of threats that affect mobile
banking channel are aimed at gaining unauthorized access to customers’ bank accounts

remotely to siphon money and confidential information.

This research established numerous techniques protecting user data in mobile banking.
Some of the techniques established were symmetric and asymmetric cryptographic
schemes, authentication mechanisms SFA, TFA, MFA, steganography and combination
of two or more cryptosystems. Some examples of symmetric cryptographic schemes
include AES, Blowfish, and Twofish algorithms, whereas asymmetric cryptographic

schemes include RSA, ECC and DSA.

This study further established that AES is the preferred cryptosystem that is used in high
demand security systems such as banks, government systems and wireless
communications because it is a strong cryptosystem and that there have been no specific
attacks against it so far. Blowfish and Twofish are other symmetric algorithms which are
quite fast in execution but have not been recommended by NIST for high security

systems such as mobile banking because they are vulnerable to attacks.

The study established that steganography can be used to conceal data by embedding it
onto a cover picture such that an adversary cannot identify the existence of a message on
the picture. This study utilized picture steganography to hide data. However, when
steganography is used alone to embed data, it is vulnerable to steganalysis attacks. Lastly
the study established that two or more encryption systems can be combined to provide

security of mobile banking systems.
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The developed LSB-AES on-transit user-data protection algorithm was developed and
implemented using MATLAB software by utilizing AES algorithm and LSB substitution
algorithms. The developed system had three major components: encryption and
embedding, decryption and decoding, and evaluation metrics. Three simulation tests
were conducted using three different cover images and confidential messages. The
simulation tests were successfully accomplished through encrypting a message and
embedding it on a cover-picture and finally decrypting and decoding confidential

message from a stego-picture.

The security properties of the AES and LSB algorithms were integrated in the LSB-AES
hybrid algorithm. An essential element of the LSB replacement technique was the ability
to conceal a secret message on the cover-image without the message's presence being
discovered. Similarly, the AES method made a significant contribution by encrypting a
secret message to prevent attackers from decrypting it. As a result, using the LSB-AES

hybrid method together is more secure than using the two techniques independently.

The pdeveloped algorithm was evaluated using MSE, PSNR, entropy and histograms.
The system revealed low MSE values and higher PSNR values. Histogram analysis was
carried out on six cover images. The histograms revealed that there were minimal to no
significant changes between the cover and stego-pictures. This infers that it is difficult for
MITM to discern that there are hidden messages in the stego-pictures. Entropy was also
utilized to measure the security level of the developed system. System values indicate
that values were close to entropy threshold of 8 and therefore the system was robust and

Secure.
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To test security tamperproof of the developed algorithm using MITM attacks, a
simulation was conducted using visual analysis in order to investigate concealed
information in our stego-pictures. Visual analysis was used to judge cover and stego
pictures using MSE, PSNR, and histograms. Low MSE values inferred stego and cover
pictures were similar. Secondly, PSNR values were more than 40Db which informed
adequate imperceptibility level. Thirdly, histograms from the algorithm showed that there

were little to no differences between the cover and stego pictures.

MITM attack was not feasible in the developed system because even if the enemy
manages to intercept the stego-picture, the message is invincible with the naked eye. This
is because the findings from the simulation tests show that, given the results of MSE,
PSNR, and histograms, it would be complicated to find a concealed message in the stego
pictures. Similar to this, the program incorporated a synergy of two algorithms; AES and
LSB from the system's simulation test experiment. The secret messages were encrypted
and then incorporated onto the stego-pictures. This suggests that even if MITM used
other steganalysis methods to determine that a concealed message exists, he or she cannot
succeed in decrypting the message from the stego-picture since they lack the decryption

key. The proposed algorithm is hence resistant to MITM assaults.

The developed LSB-AES algorithm exhibited low MSE values which were close to zero
and PSNR values greater than the acceptable threshold of 40 dB. The inference from the
PSNR values informs that the pictures had good imperceptibility and therefore
challenging for an adversary to discover existence of hidden messages on the stego-

pictures.
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Entropy values were close 8 inferring that the developed algorithm was robust.
Histograms of cover and stego pictures were almost similar when secret messages were
embedded onto cover pictures inferring that the proposed algorithm is immune to

statistical attacks against MITM attacks.

6.2 Recommendations

Utilization of mobile banking application for accessing banking services remotely by
customers is conducted over wireless networks. As such the technology employed (client-
server) infrastructure is susceptible to threats. Therefore, this study recommends users of
mobile banking applications to employ best practices such as multi-factor authentication,
installation of mobile antivirus to annihilate mobile malware, use of secured wireless
networks, installation of applications downloaded from official bank websites and
regularly update mobile operating systems as well as mobile banking applications
whenever updates are available. These best practices will enable customers to mitigate

threats and access banking services remotely and securely.

This study recommends that banks should develop secure systems for mobile banking
applications that are robust to combat emerging cybercrime activities. This is because, as
technology advances, so does cybercriminals advance their technology in regard to
developed systems. This is also beneficial to banks since the image of the banks is

preserved and mobile banking adoption will be improved.

To policy makers, this study recommends that the developed hybrid algorithm is secure
for utilization in mobile banking applications and that awareness of best practices about

best practises in using mobile banking application should be adopted in order to minimize
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threats to mobile baking applications. In the recent past banks and governments have
fallen victims of cybercrimes and money lost. Legislation can therefore evaluate and

amend security of mobile banking policies to incorporate the developed hybrid algorithm.

This study provides the needed knowledge for policy analysts and provides awareness of
secure techniques that can be adopted for mobile banking application development. This
then will help policy analysts to raise public awareness campaigns about threats that
affect user-data in mobile banking and propose adoption of the developed secure hybrid

algorithm for mobile banking.

The pool of knowledge from this study is important to scholars especially in information
security. Particularly, this study has rich content on how mobile banking applications
operate to enable user’s access banking remotely and shows emerging threats to mobile
banking and the best practices that can be followed to minimize cyberattacks on the
mobile banking application channel. Additionally, this study has put forth a robust LSB-
AES on-transit user-data protection algorithm which serves as a milestone towards
development of secure systems for mobile banking. This source of knowledge will also
aid in preparation of in-depth content that can be disseminated to learners and interested
parties in the society. The study recommends that in order to broaden their knowledge
base, scholars and students should make use of the theoretical and practical knowledge

gained from this study.

6.3 Recommendations for Further Studies

This study sought to develop a hybrid algorithm that merges LSB and AES algorithm to

yield a robust security system for mobile banking applications. The study recommends
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integration of Artificial Intelligence (Al) algorithms with hybrid algorithms to enhance
the security of mobile banking applications. Hybrid algorithms integrate multiple

cryptographic techniques to leverage their strengths and mitigate weaknesses.

A combination of Al with hybrid algorithms will result to enhanced encryption in which
Al optimizes hybrid encryption algorithms by selecting the most secure and efficient
cryptographic methods based on the context. For example, Al can dynamically choose

between RSA, AES or ECC based on the type of data and the current threat landscape.

Al algorithms can monitor and analyze real-time data to adapt security protocols. This
implies that if a potential threat is detected, the system can automatically switch to a more
hybrid algorithm or increase the complexity of encryption. Similarly, Al can enhance the
effectiveness of hybrid algorithms by continuously monitoring for anomalies in encrypted
data and if unusual patterns are detected, Al can trigger additional layers of encryption or

other security measure to protect sensitive information.

Additionally, by integrating Al to hybrid algorithms, threats can easily be predicted and
prevented. This can be achieved by analyzing vast amounts of data to predict potential
security threats and adjust hybrid algorithms accordingly. This will prevent attacks before
they occur. Lastly, Al can enhance MFA by integrating biometric data with hybrid
algorithms. This ensures that even if one factor is compromised, additional layers of

security protect the user account
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APPENDICES

APPENDIX I: USC-SIPI IMAGE DATABASE

Link: https://sipi.usc.edu/database/

4.2.05

Airplane (F-16)
512x512 pixels, 768kb
Color (24 bits/pixel)
Download image

Close image preview

Return to database page

4.1.05

House

256x%256 pixels, 192kb
Color (24 bits/pixel)
Download image

Close imagge preview

Return to database page

4.2.07

Peppers

512x512 pixels, 768kb
Color (24 bits/pixel)
Download image

Close image preview

Return to database page
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4.1.01

Female (NTSC test image)
256%256 pixels, 192kb
Color (24 bits/pixel)
Download image

Close image preview

Return to database page

4.1.02

Couple (NTSC test image)
256x256 pixels, 192kb
Color (24 bits/pixel)

Download image

Close image preview

Return to database page

4.2.06

Sailboat on lake
512x512 pixels, 768kb
Color (24 bits/pixel)
Download image
Close image preview

Return to database page
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